3apeructpmposaHo B MuHiocte Poccum 14 maa 2013 r. N 28375

OEAEPA/IbHAA CNYXKBA MO TEXHUWYECKOMY U SKCNOPTHOMY KOHTPOJIIO

MNPUKA3
ot 18 ¢peBpana 2013 r. N 21

OB YTBEPXKAEHUU COCTABA U COAEPHAHUA
OPTAHU3ALMOHHbBbIX U TEXHUYECKUX MEP NO OBECMEYEHUIO
BE3OMNACHOCTU NEPCOHA/IbHbIX AAHHbIX NPU UX OBPABOTKE

B MTHOOPMALMOHHbIX CUICTEMAX NEPCOHAJIbHbIX AAHHbIX

B cooTtBeTcTBMM C YacTbio 4 ctaTbM 19 ®PepepanbHoro 3akoHa ot 27 uonsa 2006 r. N 152-®3 "O
nepcoHanbHbix AaHHbIX" (CobpaHne 3akoHoaaTenbcTBa Poccuiickon dPepepaunn, 2006, N 31, cr. 3451;
2009, N 48, cT1. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT1. 4173, cT. 4196; N 49, cT1. 6409; 2011,
N 23, ct. 3263; N 31, c1. 4701) n MNonoxeHnem o deaepanbHOM cnybe MO TEXHUYECKOMY MU
3KCNOPTHOMY KOHTPOAO, YTBEPXKAEHHbIM YKazom [Mpe3ngeHTa Poccuiickonn Peaepaunmn ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTBa Poccuiickoit depepaunn, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, cT1. 5431; 2012, N 7, cT. 818), npuKasbiBato:

1. YtBepanTb npunaraembole CocTaB U COAEpP)KaHUE OPraHM3auUMOHHbBIX U TEXHUYECKUX mep no
obecneyeHunto 6e30NacHOCTM NEPCOHANbHbIX AAaHHbIX NPU UX 06paboTKe B MHPOPMALMOHHBIX CUMCTEMAX
NepCcoOHaNbHbIX AAHHBbIX.

2. MpusHatb yTpatuBwMm cuay npukas ®CTIK Poccum ot 5 despana 2010 r. N 58 "06
yTBepxaeHnu MonoxeHua o metogax u cnocobax 3almnTbl MHGOpMaLMN B MHGOPMALMOHHbIX CUCTEMAX
nepcoHasbHbIX AaHHbIX" (3apernctpmposaH MuHoctom Poccumn 19 dpespana 2010 r., perncTpauMoHHbIN
N 16456).

OnpekTop

depepanbHO CNyKObl MO TEXHUYECKOMY
M 3KCMOPTHOMY KOHTPO/IHO

B.CE/IMH

YTBEpKAeHbI
npukasom PCTIK Poccum
ot 18 ¢peBpana 2013 r. N 21

COCTAB U COOEPAHUE
OPrAHU3ALUUOHHBIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMNACHOCTHU NEPCOHA/IbHbIX AAHHbIX MPN UX OBPABOTKE

B MUHOOPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

|. O6buwue NnonoxeHus

1. Hactosawuit foKymeHT pa3paboTaH B COOTBETCTBUM C YacTbto 4 cTaTbk 19 PepepanbHOro 3akoHa
oT 27 niona 2006 r. N 152-®3 "O nepcoHanbHbix AaHHbIX" (CobpaHne 3aKoHoAaTeNbCcTBa Poccuiickom
depepaunm, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, cTt. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cT. 4701) n ycTaHaB/AMBaeT COCTaB U
coAep)KaHne OpraHM3aUMOHHbIX U TEXHUUYECKMX Mep Mo obecnevyeHo 6e30MacHOCTU MEePCOHasIbHbIX
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AaHHbIX Npy nx obpaboTke B MHOOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIX (Janee - mepbl No
obecrneyeHno 6e30MacCHOCTU MEPCOHANbHbIX AaHHbIX) A8 KaXk4oro M3 YpPOBHEW 3alMLLEHHOCTM
NepcoHasbHbIX AAHHbIX, YCTaHOBAEHHbIX B TpeboBaHUAX K 3aliMTe MEePCOHasIbHbIX AaHHbIX MPU UX
06paboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHBIX AAHHbIX, YTBEPKAEHHbIX MNOCTAHOBEHUEM
MpaButenbctBa Poccuiickon Peapepaumm ot 1 HoAbps 2012 r. N 1119 (CobpaHue 3aKoHOAOATENLCTBA
Poccuitckoit ®egepaummn, 2012, N 45, cT. 6257).

Mepbl no obecneyeHuto 6e30MaCHOCTU MEPCOHANbHbIX AAHHbIX MPUHUMAIOTCA AR 3aLUUTDI
NepCoHaNbHbIX [aHHbIX OT HEMPaBOMEPHOrO0 WM CAYYalHOro A0CTyna K HUM, YHUYTONKEHMUS,
M3MeHeHuA, ONOKMPOBAHUA, KOMUPOBAHWUSA, NPELOCTAaB/EHUS, PACNPOCTPAHEHUS MepPCOoHaNbHbIX
OaHHbIX, @ TaKXKe OT MHbIX HENPAaBOMEPHbIX AENCTBUIN B OTHOLIEHUWU NEPCOHA/bHbIX AaHHbIX.

B Hactoswem [OKYMeHTe He paccMaTpuBalroTcA BOMpPOCbl obecneyeHns 6HesonacHOCTH
NMepcoHasibHbIX LAHHbLIX, OTHECEHHbIX B YCTaHOB/JEHHOM MOpPALKE K CBEAEHWMAM, COCTaBAAKOLMM
roCcygapCTBEHHYIO TaliHy, a TaKKe Mepbl, CBA3aHHble C MpUMeHeHMeM  LWKNPOBaNbHbIX
(KpunTOrpaduuecknx) cpencTs 3aLUnUTbl MHGOPMaLUU.

2. be3onacHOCTb MepcoHasibHbIX AaHHbIX NpU Mx obpaboTke B MHOOPMALMOHHOM cucTeme
NepcoHanbHbIX AaHHbIX (Janee - MHPoOPMAUMOHHaA cucTema) obecrnieymBaeT onepaTop WAM JIMLO,
ocylwecteasAowee ob6paboTKy NepcoHaNbHbIX AaHHbIX MO MOPYYEHMIO OMEpaTopa B COOTBETCTBUMU C
3aKoHogaTesibcTBom Poccuiickoit Pepepaumn.

Ona BbinonHeHMA paboT no obecneyveHuto 6e30MacCHOCTM MNEPCOHANbHBIX AAHHbIX MpPU KX
06paboTke B WMHPOPMAUMOHHOW CUCTEME B COOTBETCTBMW C 3aKOHOAATENbCTBOM PoccuiicKoi
depepaummn MOryT npuBaeKaTbCA HAa AOrOBOPHOM OCHOBE OPUAMYECKOE SINLO UAN UHOMBUAYANbLHbIN
npeanpuHMMaTenb, UMeloWwmMe  JAULEH3UKD  Ha  [AeATeNbHOCTb MO TEXHUMYECKOW  3awumTe
KOHPUAEHUMaNbHOM MHPOpMaLMN.

3. Mepbl no obecneyeHuto 6e30NACHOCTM MNEPCOHANbHbLIX AAHHbIX PEASM3YTCA B pPaMKax
CUCTEMbI 3aLWMTbl MEePCOHasIbHbIX AAHHbIX, CO343aBaeMOM B COOTBETCTBUM C TpeboBaHMAMM K 3aluuTe
NepCcoHabHbIX AaHHbIX NPU UX 06pPaboTKe B MHOOPMALMOHHbLIX CUCTEMAX MEPCOHANbHbIX AAHHbIX,
YTBEPXKAEHHbIMM MOCTaHoBNAeHMeM [MpasuTtenbctBa Poccuiickoit dPepepaumm ot 1 Hoabpa 2012 r. N
1119, wn pomKHbl 6biTb HanpaBieHbl Ha HEeNTPanM3aLUMio aKTyaNbHbIX Yyrpo3s 6He3onacHoCTH
NepCcoHanbHbIX AAHHbIX.

4. Mepbl no obecneveHuto 6e30MacHOCTM MEPCOHA/bHbLIX AAHHbIX PEasIN3yoTCA B TOM 4uCae
NnocpeAcTBOM NPUMEHEHUs B MHPOPMALMOHHOMN cucTeMe CPeaCTB 3alLMTbl MHOPMALLMK, NpoLLeLnX B
YCTAHOBNEHHOM NopsAKe npoueaypy OLEeHKM COOTBETCTBUA, B C/Ay4YanX, Koraa MpUMEHEeHMe TaKux
cpencTs HeobXoAMMO A1 HENTPANAU3ALLMM aKTYabHbIX Yyrpo3 6e30NacHOCTU NepCcoHasIbHbIX AaHHbIX.

KoHcynbTaHTIAKOC: NpumeyaHue.
Hymepauma nyHKTOB faHa B COOTBETCTBUM C ODULMANbHBIM TEKCTOM SOKYMEHTA.

6. OueHKa 3¢ PEeKTUBHOCTM peasin30BaHHbIX B paMKax CUCTEMbI 3aLLMTbl NEPCOHANbHbIX AAHHbIX
mMmep no obecrneyeHMto 6e30MacHOCTU NepcoHaNbHbIX AAaHHbIX NPOBOAMTCA ONEPATOPOM CaMOCTOATEIbHO
WAM C TMpPUB/IEYEHMEM HA [LOFOBOPHOM OCHOBE OPUAMYECKMX UL, WU UHAMBMAYANbHbIX
npegnpuHMMmaTenei, MMeLWMX INLEH3UIO Ha OCYLLECTBAEHME AeATe/IbHOCTU NO TEXHUYECKOM 3almTe
KOHPUAEHUManbHOM MHPOpPMaUMM. YKazaHHaA OLEHKa NPOBOAMTCA HE peXe 04HOro pasa B 3 roga.

7. Mepbl no obecneyeHuto 6e30MacHOCTU MEPCOHANbHbLIX AaHHbIX NpuM WX 06paboTke B
rocylapCTBEHHbIX MHGOPMALMOHHbBIX CUCTEMAxX MPUHMMAIOTCA B COOTBETCTBUM C TPeboBaHMAMU O
3aWwmTe  MHbOpMaLUKM, COAep’Kallenca B TOCYyAapCTBEHHbIX  WMHOOPMALMOHHbBIX  CUCTEMAX,
ycTtaHasamBaembimmn PCTIK Poccum B npegenax CBOMX NMOJHOMOYUIA B COOTBETCTBUM C YacCTbio 5 cTaTbu
16 depepanbHoro 3akoHa ot 27 wwons 2006 r. N 149-d3 "O6 uHbopmauum, MHOGOPMALMNOHHBIX
TexHo/iIormaxX 1 o 3awmTte nHpopmaunmn" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon ®epepaumn, 2006,
N 31, cT. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

II. CocTaB u cogeprkaHme mep no obecneyeHunto 6esonacHoOCTH
NepCcoHaNbHbIX AAHHbIX

8. B cocTas mep no obecneyeHunto besonacHoOCTH NEePCOHA/NIbHbIX OaHHbIX, p€a/In3yeMbIX B PpaMKax
CNCTEMDI 3aWNTbl NEPCOHA/IbHbLIX AAdHHbIX C YY4ETOM aKTya/lbHbIX Yrpos 6esonacHocTH NnepcoHa/IbHbIX
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AaHHbIX U NTPUMEHAEMbIX MHGOPMALMOHHbIX TEXHONIOTUI, BXOAAT:

naeHTUOMKauMA 1 ayTeHTUdMKauma cybbeKToB AOCTYNa U 06BEKTOB A0CTYNa;

ynpaBaeHue AOCTYNom cybbekToB A0CTyna K 06bekTamM 40CTyna;

OorpaHuUYyeHMe NporpaMmmHOM cpeabl;

3alMTa MALWMHHBIX HOocuTeneit MHGOpMaLMK, Ha KOTOPbIX XPaHATCA U (uamn) obpabaTtbiBatoTca
nepcoHasbHble AaHHble (fanee - MalWWHHbIE HOCUTENN NEPCOHAJbHBIX AaHHbIX);

pernctpaumns cobbiTuii 6esonacHocCTy;

QHTUBMPYCHAA 3aLLNUT];

obHapykeHue (NpeaoTBpalleHne) BTOPIKEHWUI;

KOHTPO/Ib (aHA/1M3) 3aLUMLLEHHOCTU NEPCOHAJBbHBIX AAHHbIX;

obecneyeHne UeNoCTHOCTY MHPOPMALMOHHON CUCTEMbBI U NMEPCOHA/NbHbIX AaHHbIX;

obecneyeHne JOCTYNHOCTU NEPCOHasbHbIX AAHHbIX;

3allMTa cpeabl BUPTyaamsaLmuu;

3aLUMUTA TEXHUYECKUX CPEeACTB;

3aLWMTa MHGOPMALMOHHOM CUCTEMDbI, ee CPeACTB, CUCTEM CBSA3U U Nepesadn AaHHbIX;

BbIIBIEHNE MHLUMAEHTOB (04HOro cobbITMA MM TPynnbl cOBbITUI), KOTOpble MOryT NPUBECTU K
c60SM UM HapyLIEeHUIO PYHKLMOHMPOBAHUSA UHPOPMALMOHHON CUCTEMBI U (MIM) K BO3HUKHOBEHUIO
yrpo3 6e30nacHOCTU NepCcoHasbHbIX AaHHbIX (4anee - UHUUAEHTbI), U pearnpoBaHme Ha HUX;

yrnpasaeHve KoHourypaumein WUHPOPMALMOHHON CUCTEMbI M CUCTEMBI 3aLLUTbI MEPCOHANbHbIX
OaHHbIX.

CoctaB u copgepaHne mep Mo obecneyeHuto 6e30NaCHOCTM MEPCOHaNbHbIX AAHHbIX,
HeobxoauMmbIXx AAs obecneyeHUa Kaxkgoro M3 ypoBHEM 3aLMLLEHHOCTM MNEPCOHANbHbIX AaHHbIX,
NpUBEAEHbBI B MPUNOMKEHUM K HACTOALLEMY JOKYMEHTY.

8.1. Mepbl No UAEHTUOUKALUUN U ayTeHTUDMKaLMM CYyOBEKTOB A0CTYNa M OOBLEKTOB AOCTyna
OOMKHbl  obecneymBaTb MNPUCBOEHME cybbekTaM WM obObeKTaM [0CTyna YHUKA/NbHOrO MpU3HaKa
(npeHTMdUKaTOpa), cpaBHEHME NpeabaBaseMoro cybbektom (06beKTOM) AocTyna uaeHTUdUKaTopa c
nepeyHem MPUCBOEHHbIX NAEHTUDUKATOPOB, a TaKKe NPOBEPKY NPUHAANEKHOCTU CYObEKTY (0OBEKTY)
[0CTyna npeabaBAeHHOTo UM uaeHTudUKaTopa (NoaTBepKAEHME NOAJIMHHOCTH).

8.2. Mepbl NO ynpaBJeHUO AOCTYNoOM CybObeKTOB A0CTyna K Ob6beKTam [oCTyna AOJIKHbI
obecneumBaTtb ynpasieHMe MpaBamu U MpUBUIETUAMM CyOBEKTOB AOCTyMNa, pasrpaHuMYeHue [ocTyna
CybbeKTOB f0CTyNna K 06beKTam A0CTyna Ha OCHOBE COBOKYMHOCTU YCTaHOB/IEHHbIX B MHGOPMALLMOHHOM
cucTeMe NpaBuA pasrpaHUMYeHuns [OCTyna, a TakkKe obecneuynBaTb KOHTPOAb 3a cobaiogeHvem 3Tux
npasu.

8.3. Mepbl MO OrpaHWYeHUo MPOrpamMHON cpenbl AOMKHbI obecneynBaTb YCTAHOBKY M (Mu)
3aMyCcK TOJIbKO Pa3peLeHHOro K MWCNo/ib30BaHMIO B MHGOPMALMOHHOM CUCTEME MPOrPaMMHOro
obecrneyeHns WAM  UCKAOYATb BO3MOXKHOCTb YCTAaHOBKM WM (MAM) 3anycka 3anpelieHHoro K
NCNo0/Ib30BaHMUIO B MHHOPMALMOHHOW cMcTeMe NPOrpaMMHOro obecneyeHus.

8.4. Mepbl NO 3awWMTe MaLUHHbIX HOCUTENEl MepPCOHaNbHbIX AaHHbIX (cpeacTts 06paboTKM
(XxpaHeHMs) NepcoHaNbHbIX AaHHbIX, CbeMHbIX MaLUMHHbIX HOCUTE/IeN NEePCOHA/bHbIX AaHHbIX) AOAXKHbI
MCK0YaTb BO3MOXHOCTb HECAHKLMOHMPOBAHHOTO AOCTYMNA K MAWWHHBIM HOCUTENSIM U XPAHALLMMCA Ha
HUX MepCOHaNbHbIM AaHHbIM, @ TaK¥e HECAaHKLMOHMPOBAHHOE MCMOJIb30BaHME CbEMHbIX MALWMHHbIX
HoCUTeNel NepCcoHaNbHbIX AAHHbIX.

8.5. Mepbl no perucTpaummn cobbiTuii 6e3onacHoCTM AO0MKHbI obecneymBaTb cbop, 3anuce,
XpaHeHWe U 3aWwmuTy MHPopmaunmM o0 cobblTnaX 6e3onacHOCTU B MHPOPMALIMOHHOW CUCTEME, a TaKXKe
BO3MOXHOCTb NMPOCMOTPA W aHaNn3a MHPOPMALUM O TAKUX COBLITUAX U PearnpoBaHme Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHOW 3aLLMTe AOMKHbI 0b6ecneunBaTb obHapyKeHMe B MHGOPMALNOHHOM
cMcTeEME KOMMbIOTEPHBIX MPOrpamm M60 MHOM KOMMNbIOTEPHON MHPOPMALMK, NpeaHa3HAYeHHOW ana
HeCaHKLMOHUPOBAHHOIO YHUUTOXeHUA, 610KMpoBaHuA, moamduKaL MM, KONMPOBAHUA KOMNbIOTEPHOM
MHPOPMALMN UAN HEWTpanusaumMm CcpeacTs 3alimTbl MHPOpPMALMKM, a TaKKe pearMpoBaHWe Ha
06HapyKeHUe 3TUX NPOrpamm U MHbopMauuu.

8.7. Mepbl No o0bOHapyXeHWUO (NPesoTBPALLEHUIO) BTOP)KEHUIA AO0MKHbI obecrneymBaTb
obHapyKeHue aencTeuMii B MHPOPMALMOHHOM CUCTEME, HAMpPaB/ieHHbIX HA HECaHKUWMOHMPOBAHHbLIN
4OCTyn K WHpopmaumu, crneupmanbHble BO3AENCTBMA HA WHPOPMAULMOHHYIO cuctemy U (1am)
NnepcoHasibHble gaHHble B LenAxX A06biBaHWA, YHUUTOXKEHMA, UCKAXKEHUA U BNOKMPOBAHUA [0CTyna K



NepcoHaibHbIM AaHHbIM, @ TaK}Ke pearMpoBaHMe Ha 3TN AeNCTBuUA.

8.8. Mepbl MO KOHTPOAO (aHanM3y) 3aWMLLEHHOCTM MEPCOHANbHbIX AaHHbIX  AO0/MKHbI
obecrneymBaTb KOHTPO/Ib YPOBHA 3aLLMLEHHOCTM MEPCOHaNbHbIX AaHHbIX, 0OpabaTbiBaemMbiXx B
MHOOPMALMOHHOM cucTeme, NyTeM MpoBefeHUA CUCTEMATUYECKMX MEpPONPUATUA MO  aHausy
3aLMLLEHHOCTU UHPOPMALNOHHON CUCTEMBI U TECTUPOBAHUIO PAaBOTOCNOCOBHOCTU CUCTEMBI 3aLUUTDI
NnepcoHaNbHbIX AAHHBIX.

8.9. Mepbl no obecneyeHUto LENOCTHOCTU MHGOPMALMOHHON CUCTEMBI U NEPCOHANbHBIX AAHHbIX
OOMKHbl obecneunBaTb OOHapyXeHWe ¢GAKTOB HECAHKLMOHUPOBAHHOIO HapyLUeHWs LLeJI0CTHOCTU
MHOOPMALMOHHOM CUCTEMBI U COAEPHKALLMXCA B HEW NEPCOHasbHbIX AaHHbIX, @ TAaKXXe BO3MOMHOCTb
BOCCTAHOB/IEHUA NHPOPMALLMOHHOM CUCTEMbBI U COAEPKALLMXCA B HEW NEPCOHA/bHbIX ZaHHbIX.

8.10. Mepbl no obecneyeHWto AOCTYNHOCTM MEPCOHAJbHbIX AaHHbIX AO0MXHbI obecrneymBaTb
aBTOPM30BaAHHbLIA A0CTYN NO/Mb30BaTeNeN, MMEKLWMX NpaBa Mo AOCTyMny, K NepCcoHasbHbIM LAHHbLIM,
cojepXawmmes B MHOOPMALMOHHOM cUCTeMe, B  LWITATHOM  pexume  YHKLMOHUPOBAHUSA
MHPOPMALLMOHHOM CUCTEMBI.

8.11. Mepbl no 3awmTe cpeabl BUPTYaANAM3aLMWU AOJHKHbI UCKAOYATb HECAHKLMOHWPOBAHHbIN
JOCTYN K MNepcoHanbHbIM AaHHbIM, 06pabaTtbiBaemMbiM B BUPTYasbHOM MHOPACTPYKTYpe, U K
KOMMOHEHTaM BUPTyasibHON UHPPACTPYKTYpPbI U (UK) BO3LENCTBME HA HUX, B TOM YMC/IE K CPeACTBam
yrnpaBaeHusa BUPTYyaNbHOW UHPPACTPYKTYPON, MOHUTOPY BUPTYabHbIX MalLMH (rMnepBusopy), cucteme
XPaHEeHWs faHHbIX (BKAOYAA CUCTEMY XpaHeHWs 06pa3oB BUPTYanbHOM MHOPACTPYKTYpbI), CEeTU
nepefayv [aHHbIX Yepe3 3/MeMeHTbl BUPTyaNbHON WAn GU3MYECKON WMHOPPACTPYKTYpbl, FOCTEBbLIM
ONEPAUMOHHBbIM CUCTEMAM, BUPTYasibHbIM MalUMHAM (KOHTeliHepaMm), CUCTEME WU CeTU PenInKaumm,
TEPMUHANbHBIM W BUPTYaNbHbIM YCTPOMCTBAM, a TaKXe CUCTeMe pPe3epBHOr0 KOMUPOBaHMA W
C03/4aBaeMbIM €10 KOMUAM.

8.12. Mepbl N0 3alnUTe TEXHUYECKUX CPEACTB AO0/MKHbI UCK/IOYATb HECAHKLUVMOHMPOBAHHbIM A0CTyN
K CTaUMOHAPHbIM TEXHWYECKMM cpencTBam, ob6pabaTbiBaloLMM MEepPCOHasIbHbIE AaHHble, CPeAcTBaM,
obecneumBarolLMm GYHKLMOHMPOBAHNE UHPOPMALMOHHON cUCTEMbI (Aanee - cpencTBa obecnevyeHus
GYHKUMOHUPOBAHMA), U B NOMELLEHUSA, B KOTOPbIX OHW NOCTOSIHHO PACMON0MKEHbI, 3aLLUTY TEXHUYECKUX
CpeacTB OT BHELWHMX BO3LENCTBUI, A TaKkKe 3aLUTy NEePCOHANbHbIX AAHHbIX, NPEACTaBAEHHbIX B BUAE
MHPOPMATUBHBIX SNEKTPUYECKUX CUTHANOB U GU3NYECKMX MONEN.

8.13. Mepbl no 3awmTe UHPOPMALMOHHOW CUCTEMbI, €€ CPeacTB, CUCTEM CBA3W U Mnepenayu
OaHHbIX  OO/MKHbI  obecneymBaTb  3alMTy  MEPCOHasbHbIX  AAHHbIX  NPU  B3aUMOAENCTBUM
MHPOPMALMOHHOM CUCTEMbBI MU €e OTAE/IbHbIX CEerMEHTOB C MHbIMU MHPOPMALIMOHHBIMKU CUCTEMAMM U
MHPOPMALNOHHO-TENEKOMMYHUKALUNOHHBIMW ~ CETAMM  MOCPEACTBOM  MPUMEHEHUA  apXMTEKTYpbl
MHOOPMALMOHHOM CUCTEMbI U NPOEKTHbIX PEeLIeHMiA, HanpasaeHHbIX Ha obecneyeHne 6e30nacHOCTU
NnepcoHabHbIX AAHHbIX.

8.14. Mepbl NO BbIABAEHUIO WMHUMAEHTOB M pPearMpoBaHWMIO Ha HUX A0/XHbl obecneymBaTb
obHapyXeHue, naeHTUOMKaLUMIO, aHaNMU3 UHUMAEHTOB B MHPOPMALMOHHOM CUCTEME, @ TaKXKe NPUHATUE
Mep NO YCTPAHEHUIO N NpeaynpeKAEHNI0 UHUMAEHTOB.

8.15. Mepbl No ynpaBAeHUt0 KoHoUrypaumein MHPOPMALMOHHON CUCTEMBI U CUCTEMBI 3aLUUTbI
NMepcoHasbHbIX AAHHbIX  [O/MKHbI  obecneumBaTb yMNpaB/ieHME U3MEHEHUAMM  KOHUrypaumm
MHOOPMALMOHHOM CUCTEMBI M CUCTEMDBI 3aLLMTbl MEPCOHANbHbBIX AAHHbIX, aHaAM3 MOTEHUWANbHOIO
BO3LENCTBMA MNNAHUPYEMbIX U3MEHEHUI Ha obecneyeHne 6e30NacCHOCTU MEPCOHANbHBIX AAHHbIX, a
TaKXXe JOKYMEHTUPOBaHME 3TUX U3MEHEHWN.

9. Bbibop Mep no obecneyeHuto 6e30MaCHOCTM MEPCOHAbHbIX AaHHbIX, NOAMEMNKALMX
peanusaumm B WMHPOPMALMOHHOM CUCTEME B PaMKax CUCTEMbl 3aWMTbl MEPCOHANbHbIX AAHHbIX,
BK/IOYAET:

onpeaeneHve 6a3oBoro Habopa mep nNo obecrneyeHMto 6€30NaCHOCTM NEPCOHA/bHBIX AAHHbIX ANA
YCTAaHOBNIEHHOTO YPOBHA 3aWMLLEHHOCTU MEPCOHaNbHbIX [aHHbIX B COOTBETCTBMM C 6a3oBbiMM
Habopamn mep no obecnevyeHnto 6e30MACHOCTM MNEPCOHANbHbIX AaHHbIX, MPUBEAEHHbIMU B
NPUIOXKEHUN K HACTOALLEMY JOKYMEHTY;

afantaumio 6asoBoro Habopa mep no obecneyeHuto H6e30NACHOCTM MEPCOHasIbHbIX AAHHbIX C
YYETOM CTPYKTYPHO-OYHKLMOHANBbHBIX XapaKTePUCTUK MHPOPMALMOHHON cucTemMbl, MHGOPMALIMOHHbBIX
TEXHONOMNIM, ocobeHHoCTel PYHKLMOHMPOBAHUSA MHPOPMALMOHHON CUCTEMbI (B TOM YMC/Ie UCK/TIOYEHME
n3 6asoBoro Habopa mep, HEMOCPEACTBEHHO CBA3aHHbLIX C MHOOPMALMOHHBIMW TEXHOJOTUSAMM, He



NCNoab3yeMbIMM B MHOOPMaLNOHHOM cucteme, nnu CTPYKTYPHO-QYHKLIMOHANbHbBIMU
XapaKTepPUCTUKAMM, HE CBOMCTBEHHbIMU MHPOPMALLMOHHOW cUcTeME);

YTOYUHEHWE apjanTupoBaHHOro 6asoBoro Habopa Mep no obecneyeHuto He30NACHOCTU
NepcoHasnbHbIX AAHHbIX C Y4eTOM He BblOpaHHbIX paHee Mep, MPUBELAEHHbIX B MPUIONKEHUU K
HacTosALWeMy AOKYMEHTY, B pe3y/nbTaTe Yero onpeaenatoTcs Mepbl no obecnevyeHuto H6e3onacHoOCTU
NepCoHaNbHbIX AaHHbIX, HAaNpaB/ieHHble HAa HENTPaNM3aLMI0 BCEX aKTyaNbHbIX yrpo3 6e3onacHocTu
NepCcoHanbHbIX AAaHHbIX 417 KOHKPETHOW MHGOPMALMOHHOMN CUCTEMBI;

OOMNOJIHEHME YTOYHEHHOro ajanTupoBaHHoro 6asosoro Habopa mep no obecnevyeHuto
6€30MacHOCTM MEepPCOHa/NbHbIX AaHHbIX Mepamu, obecneynBaloWMMKU BbINOJHEHWE TpeboBaHUI K
3alLMTE NEepPCOHaNbHbIX OAHHbIX, YCTAHOB/JIEHHbIMU WHbBIMW HOPMATUBHbIMU MPABOBbIMW AKTaMK B
obnactn obecnevyeHma 6e30NacHOCTM NePCOHasIbHbIX AaHHbIX U 3aLWUTbl MHPOPMaLUN.

10. MMpuv HEBO3MOMKHOCTM TEXHUYECKOM peanusaumm OTAeNbHbIX BblOpaHHbIX Mep Mo
obecneyeHnto 6e30MacHOCTM MEPCOHAsIbHbIX LAHHbIX, A TaKXe C Y4eTOM 3SKOHOMMUYECKOW
uenecoobpasHOCTM Ha aTanax agantaunm 6as3oBoro Habopa mep U (MM) YyTOYHEHMA a4aNnTUPOBAHHOTIO
6a3oBoro Habopa mep MoryT pa3pabaTtbiBaTbCA MHble (KOMMEHCUPYIOLLME) Mepbl, HanpaB/ieHHble Ha
HENTpPaNn3aL Mo akTyaNnbHbIX yrpo3 6e30nacHOCTM NepCcoHanbHbIX AAHHbIX.

B atom cnydae B xogpe pa3paboTKM cUCTEMbl 3almMTbl NEPCOHANbHbLIX AAHHbIX AOMKHO ObITb
nposeneHo 06OCHOBaHME NPUMEHEHUA KOMNEHCUpyOWUX mMep ana obecneveHna 6e3onacHocTH
NnepcoHaNnbHbIX AAHHbIX.

11. B cnyyae onpeaeneHus B COOTBETCTBUM C TpeboBaHMAMM K 3almTe NEepPCOHaNbHbIX MPU KX
06paboTKke B MHPOPMALIMOHHbBIX CUCTEMAX NEPCOHA/bHbIX AAHHbIX, YTBEPXKAEHHBIMU NOCTAHOBAEHUEM
MpaButenbctBa Poccuiickonn ®epepaumm ot 1 Hosbpa 2012 r. N 1119, B KayecTBe aKTya/lbHbIX Yyrpos
6€e30NacHOCTM MepPCOHasbHbIX AaHHbIX 1-ro M 2-ro TMNOB AOMOJIHUTENBHO K Mepam no obecneyeHuto
6€e30NacHOCTM NEepPCOHANbHbIX AAHHbBIX, YKA3aHHbIM B MNyHKTe 8 HACTOAWEro [AOKYMEHTa, MOryT
NPUMEHATLCA CieayoLne mepbl:

NpoBepKa CUCTEMHOTO UM (MAM) NPUKNAZHOrO nporpammHoro obecnevyeHus, BK/AOYas
NPOrpaMMHbIA  KOZ, Ha OTCYTCTBME HeAeKNapuUpOBaHHbIX BO3MOXKHOCTEM C WCNO/b30BaHMEM
aBTOMATU3MPOBAHHbIX CPEACTB U (M1M) 6€3 UCNOoIb30BaHMA TAaKOBbIX;

TecTMpoBaHue MHGOPMALMOHHOM CUCTEMbI HA MPOHUKHOBEHMUS;

MCNoNb30BaHUE B MHOOPMALMOHHOM CUCTEME CUCTEMHOIO U (MAKN) NPUKNAAHOMO NPOrPaMMHOrO
obecneyeHus, paspaboTaHHOro ¢ UCNOb30BAaHMEM METOA0B 3aLUMLLEHHOTO NPOrPaMMUPOBAHMA.

12. Mpw ncnonb3oBaHUN B MHPOPMALMOHHBIX CUCTEMAX CepPTUPULMPOBAHHBLIX NO TpeboBaHUAM
6e3onacHOCTN MHGopMaLUM CPeacTB 3aLnTbl MHPOPMaLUK:

a) ana obecneyeHns 1 n 2 ypoBHEN 3aLUMULLEHHOCTU NEPCOHANbHbIX AaHHbIX NPUMEHSAIOTCA:

CpeacTBa BbIYNCIUTENBHOM TEXHUKN HE HUXKe 5 Knacca;

cucTeMbl 06HapYKEHUS BTOPKEHNI 1 CPeaCcTBA aHTUBUPYCHOM 3aLMTbl HE HUXKe 4 Knacca;

MeXceTeBble KpaHbl He HUXKe 3 K/Jacca B Cayyae aKTyalbHOCTM yrpo3 1-ro nam 2-ro TMnos uam
B3aMMoaencTBnA MHPOPMaLMOHHON cUCTEMbI C MHOOPMALUMOHHO-TENEKOMMYHUKALNMOHHBIMW CETAMM
MeXKAYHAPOAHOro MHPOPMaALMOHHOTO OBMEHa M MerKceTeBble 3KpPaHbl HEe HUXKe 4 Knacca B ciyyae
aKTyanbHOCTU Yyrpo3 3-ro TUMa W OTCYTCTBUA B3aMMOAENCTBMA MHPOPMALMOHHON CUCTEMBI C
MHOOPMALNOHHO-TENEKOMMYHUKALNOHHBIMWU CETAMU MEXAYHAPOAHOrO MHOOPMALMOHHOFO 06MeHa;

6) pns obecneyeHma 3 ypOBHA 3aLWMLLEHHOCTM NEPCOHAbHbIX AAHHbIX MPUMEHAIOTCS:

CpeacTBa BbIYUC/IUTENBHOM TEXHUKN HE HUXKe 5 Knacca;

CcUCTEMbI OBHAPYKEHWUS BTOPKEHWUIM N CPEACTBA AHTUBMPYCHOM 3alLMTbl HE HUXKe 4 Knacca 3aWwmThbl
B C/ly4ae aKTyaJlbHOCTM yrpo3 2-ro Tuna WAW B3auMMOAENCTBUMA UMHPOPMALMOHHON CUCTEMbBI C
MHPOPMALNOHHO-TENEKOMMYHUKALLUOHHBIMU CETAMMU MENKAYHAPOAHOrO MHPOPMALMOHHOFO 0OMEHA U
CUCTEMbI OOHAPYKEHUA BTOPYKEHUN U CPEeACTBA aHTUBUPYCHOWM 3allMTbl HE HUXKe 5 Knacca 3awmThbl B
C/ly4ae aKTyaNbHOCTM yrpo3 3-ro TMna M OTCYTCTBMA B3aMMOAeNCTBUMA MHOOPMALMOHHOM CUCTEMBI C
MHPOPMALMOHHO-TENEKOMMYHMUKALLUOHHBIMU CETAMU MEXAYHAPOAHOIo MHGOPMALMOHHOTO 06MeHa;

MEJKCeTeBble 3KpaHbl He HMXKe 3 Kjacca B C/lydae aKTyalbHOCTM yrpo3 2-ro Tuna uau
B3aMmogenctema MHGOPMALMOHHOM CcUCTEMbI C MHOPMALNOHHO-TENEKOMMYHUKALMOHHBIMWU CETAMM
MeXAyHapoaHOro MHPOPMALMOHHOrO 0bMeHa M MexKceTeBble 3KpaHbl He HWXKe 4 Knacca B caydvae
aKTyanbHOCTU Yyrpo3 3-ro TUna W OTCYTCTBUA B3aMMOAENUCTBMA MHPOPMALMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALNOHHBIMU CETAMU MEXKAYHAPOAHOrO MHOOPMALMOHHOFO 06MeHa;
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B) AnsA obecneyeHna 4 ypoBHA 3alLMLLEHHOCTU NEPCOHANbHbIX AaHHbIX MPUMEHAIOTCA:

CPe/ACcTBa BbIYMCAUTENbHOW TEXHUKM HE HUMXKE 6 Knacca;

cUCTeMbl 0BHapYXKeHNA BTOPXKEHWA M CPeACcTBa aHTUBUPYCHOWM 3aLLMTbI HE HUXe 5 Knacca;

MeXceTeBble 3KpaHbl 5 Knacca.

Ona obecneveHns 1 M 2 ypoBHeEW 3alUMWEHHOCTM NEPCOHANbHbIX [AaHHbIX, a TaKXe Ans
obecneyeHnsa 3 ypoBHA 3aLUMLLEHHOCTU MEPCOHANbHbIX AAHHbIX B MHPOPMALMOHHbLIX CMCTEMax, ANA
KOTOPbIX K aKTya/lbHbIM OTHECeHbl Yrpo3bl 2-ro Tuna, NPUMMeEHAIOTCA cpeacTBa 3aWuTbl MHGOPMaLMK,
nporpammHoe obecneyeHne KOTOPbIX MPOLNO MPOBEPKY He HUKe 4Yem no 4 ypOBHIO KOHTPOAA
OTCYTCTBMA HeAeKNapuUpPoBaHHbIX BO3MOXKHOCTEN.

13. Mpu MCNONb30BAHUN B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MHGOPMALIMOHHbIX TEXHOIOMMIA U
BbIAB/NIEHUN [OOMONHUTE/bHbIX Yrpo3 6e30MNacHOCTM NepPCOHaNbHbIX AaHHbIX, A8 KOTOpbIX He
onpeaeneHbl mepbl obecrnedeHns Mx 6e30MacHOCTU, AO/KHbI paspabaTbiBaTbCA KOMNEHCUMpYyoWwue
Mepbl B COOTBETCTBUM C NYHKTOM 10 HacTOALLEro AOKYMEeHTa.

MpunoxeHue

K CocTaBy U cofepiKaHuto
OPraHM3aLMOHHbIX U TEXHUYECKUX
Mep no obecneyeHnto 6e3onacHoOCTH
NepCcoHanbHbIX AAHHbIX MPU UX
0bpaboTke B MHPOPMALMOHHBbIX
CUCTEMAX NEPCOHANbHbIX AaHHbIX

COCTAB 1 COOEPHKAHUE
MEP MO OBECMEYEHUIO BE3ONACHOCTU NEPCOHAJIbHbBIX JAHHbIX,
HEOBXOAMMbIX /19 OBECNEYEHMA KAXAOMO N3 YPOBHEWN
SALLMWEHHOCTU NEPCOHANBbHbBIX AAHHbIX



YcnosHoe
ob03HayeHue n
HOMep Mepbl

Copep»kaHue mep no obecneyeHunto besonacHoOCTH
NepcoHasibHbIX AAaHHbIX

YpOBHM 3aLWMLLLEHHOCTH
NepCcoHaNbHbIX AAHHbIX

[y
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I. UneHTUdUKauMa n ayTeHTUdUKaLMA cybbeKToB AoCTyNa 1 06bekToB aoctyna (MAD)

NA®.1

NaoeHTUdUKauma un  ayTeHTUPUKauMA nosb3oBaTenen,
ABNAOLLMXCA PabOTHUKaMM onepaTopa

+ + + +

NAD.2

NaoeHTudUKauma n ayteHTUMPUKaLMAa YCTPOMCTB, B TOM
yucne CTaunMoHapHbIX, MOBUABbHBIX U MOPTAaTUBHbIX

NAD.3

YnpasneHue naeHTMduKaTopamm, B TOM YMCAe CO3AaHuUe,
NPUCBOEHMUE, YHUUTOXKEHNE MAEHTUDUKATOPOB

NAD.4

YnpaBneHve cpeactBamu ayTeHTMdUKaUMM, B TOM uncie
XpaHeHWe, Bbldaya, WHUUMaNM3auma, 6AOKMpoBaHMe
cpeacTs ayTeHTUPUKALUMM W MNPUHATME Mep B Caydae
yTparthl " (nnn) KomnpomeTaumu cpeacts
ayTeHTUOUKaALMM

NAD.5

3awmrTa obpaTHOM cBA3N npwu BBOAE
ayTeHTUPUKALMOHHON nHGopMaLUm

NAD.6

NaoeHTUdUKauma n ayTeHTUdUKaALMA Nosb3oBaTenel, He
asnaolWmMxca  paboTHMKamu  onepaTtopa  (BHewWHMX
nonb3oBaTtesnei)

. YnpaBneHue aoctynom cybbekToB AocTyna K ob6bektam goctyna (YMNA4)

yna.1

YnpasneHune (3aBe/J,eHme, aKThBauuAa, 6}'IOKMpOBaHM€ n
yHl/I‘-ITO)KeHME) Y4€THbIMU 3anncamu nonb3oBaTenei, B
TOM 4YMC/E BHELIHWUX MOJib30BaTeNemn

+ + + +

yng.2

Peanusauma HeobXoAUMbIX METOAO0B (AUCKPELMOHHbIN,
MaHAATHbIN, PONEBOM AN MHOW METOoZ4), TUMOB (4TeHME,
3anucCb, BbIMNONHEHWE WMAM  WMHOM TUN) M NpaBuUA
pasrpaHuyeHus goctyna

yng.3

YnpasneHve (puabTpauma, MaplipyTU3aumsa, KOHTPOJIb
COegMHeHWI, OpHOHaMNpaB/ieHHas nepejaya W UHble
cnocobbl ynpasaeHuAa) WHGOPMALMOHHBIMW MOTOKaMM
MeXAay YCTPOWCTBaMM, cermeHTamu MHGOPMaLMOHHOM
CUCTEMbI, a TaKXe MexXay MHOOPMaLMOHHbIMM




cncremamum

yna.4

PasgeneHne nonHomoumn (poneit) nosb3osaTenen,
aAMUHUCTPATOPOB " v, obecneynBaroLLmX
dYHKUMOHMPOBaHNE NMHGOPMALIMOHHOMN CUCTEMDBI

yna.s

HasHaueHMe MWHMMANbHO HeobXoAMMbIX TNpaB WU
npuvBMAErMii  NONb30BATENAM, AAMMHUCTPATOpPam MU
Nuam, obecneymBaloLLmMm bYHKUMOHMpPOBaHMe
MHPOPMALNOHHOM CUCTEMDI

yNa.6

OrpaHuyeHne  HeycnelwHbliX  MOMbITOK  BXoda B
MHPOPMALNOHHYIO cuctemy (moctyna K
MHOOPMaALNOHHOM cucTeme)

yna.7

MpeaynpeskaeHne nonb3oBaTens npu ero Bxode B
MHPOPMAUMOHHYIO  cucTeMy O  TOM, 4YTO B
MHPOPMALMOHHOM CUCTEME pPeanusoBaHbl Mepbl Mo
obecneyeHnto 6e30MaCHOCTU NEePCOHaNbHbIX AAHHbIX, U O
HeobxoaMmocTH cobnopeHus YCTaHOB/IEHHbIX
onepaTopom Npasua 06paboTKM NePCOHaANbHbIX AAaHHbIX

yng.s

OnoseleHMe No/sb3oBaTeNA NoC/Ae YCMewHoro BxoAa B
MHPOPMALMOHHYIO CUCTEMY O ero npeablayliem Bxoae B
MHPOPMALMOHHYIO CUCTEMY

yna.n

OrpaHuyeHne Yncna napasnniesbHbiX CeaHCoB AOCTYNa s
Karkaom y4YeTHoM 3anucu nosib3oBaTens
MHGOPMALNOHHOWM CUCTEMBI

yna.10

BnokupoBaHue ceaHca [AocTyna B MHPOPMALMOHHYIO
cMcTeMy nocne yCTaHOBJIEHHOrO BpemeHu 6Besgencrems
(HeaKkTMBHOCTM) NONb30BATENA MW MO €ro 3anpocy

ynga.11

PaspelwleHne  (3anpeTt) AeicTBuit  MNosib3oBaTenen,
pa3spelleHHbIX A0 NAeHTUGUKALUM U ayTEHTUDUKALUK

ynga.12

Moageprkka U coxpaHeHue aTpubyToB 6HesonacHocTU
(meToK 6e30macHOCTM), CBA3aHHbLIX C WHbOpPMaUMen B
npoLiecce ee xpaHeHus N 06paboTKu

yna.13

Peanusauma  3allMWEHHOrO  yAaneHHoro  AocTyna
CybbeKTOB A0CTyNa K 06bekTaM AOCTyna Yyepes BHeWHue
MHPOPMaLMOHHO-TENEKOMMYHUKALIMOHHbIE CETU




yNna.14

PernameHTauMs U KOHTPO/Jb  WCMNO/b30BaHWA B
MHPOPMALMOHHOM cUcTeme TEXHO0rMn 6ecnpoBOAHOIO
AocTyna

ynga.15

PernameHTayma n KOHTPO/1b MCNOJ1Ib30BaHUA B
VIHd)OpMaL],MOHHOVI cucteme  MOBWIBbHBIX  TEXHUYECKMX
cpeAacts

yNa.16

YnpaBneHve B3aMMOAENCTBUEM C MHPOPMALUOHHbLIMM
CMCTEMaMM  CTOPOHHMX  OpraHusauui (BHEWHMe
MHPOPMALMOHHbIE CUCTEMDbI)

yna.17

ObecneyeHue [0BEPEHHOM 3arpysKku cpeacTs
BbIYNCANTENBHON TEXHUKM

[ll. OrpaHuyeHue nporpammuoii cpeapl (ONC)

onc.1

YnpasneHve 3anyckom (obpawieHMAmMM) KOMMNOHEHTOB
nporpammHoro obecnevyeHuns, B TOM Yncne onpegeneHue
3aMyCcKaemblX KOMMOHEHTOB, HACTPOMKa MNapameTposB
3aMycka  KOMMOHEHTOB, KOHTPO/Ib 3@  3aMyCcKom
KOMMNOHEHTOB NPOrpaMMHOro obecneyeHus

onc.2

YnpaBieHMe yCTaHOBKOW (MHCTannsumen) KOMMOHEHTOB
nporpammHoro obecnedyeHus, B TOM Ynucie onpegeneHue
KOMMOHEHTOB, MoA/eXallMx YCTaHOBKe, HacTpoiiKa
napameTpoB YCTaHOBKM KOMMOHEHTOB, KOHTPO/Ib 3a
YCTaHOBKOW KOMMNOHEHTOB NporpaMmmHoro obecneyeHus

onc.3

YcTaHOBKa (MHCTannAumMA) TONbKO paspelleHHoro K
MCMO/Ib30BaHMIO NPorpammHoro obecnedeHus u (uam) ero
KOMIMOHEHTOB

onc.4

YnpasneHue BpemeHHbIMU daitiamu, B TOM Yncae 3amnperT,
paspellieHMe, nepeHanpasBAeHWE 3anucK, yaaneHue
BpeMeHHbIX $paiiios

IV. 3almnTa MaMHHbIX HOCUTE/IEN NEPCOHAbHbIX AAaHHbIX

(3HN)

3HU.1

YyeT MalLUMHHbIX HOCUTENEN NnepCoOHa/IbHbIX OAHHbIX

3HW.2

YnpasneHne AOCTYNOM K  MAWMHHbIM  HOCUTENAM
nepcoHanbHbIX SAHHbIX

3HW.3

KOHTpPO/Ib  MepemeleHns  MalUHHbIX  HOocuTenen
MepPCOHaNbHbIX AaHHbIX 33 Npeaesbl KOHTPOMPYyeMOWn




30HbI

3HWN.4

McKkntoueHne  BO3MOMKHOCTM  HECaHKLUMOHMPOBAHHOMO
03HaKOMJ/IEHUA C COAEpP’KaHWeM MepCOHasbHbIX AaHHbIX,
XPaHAWMXCA HA  MallMHHbIX HocuTenax, u  (uau)
MCMNONb30BaHNA HOCUTENEA MNEePCOHANbHbIX OaHHbIX B
WHbIX MHOPMALMOHHBIX CUCTEMAX

3HW.5

KoHTponb ucnonb3oBaHua MHTepdelicoB BBoAa (BbiBoAa)
MHPOPMALMM Ha MALWMHHbIE HOCUTENU NEepPCOHasbHbIX
OaHHbIX

3HN.6

KoHTponb BBOZa (BblBOAA) MHOOPMALMM HA MalUUHHbIE
HOCMTENN NEPCOHANbHbIX AAHHbIX

3HW.7

KoHTponb NoAKNHYEHNA MaLWKWNHHbIX HocuTenemn
NepCcoHabHbIX AdaHHbIX

3HW.8

YHUUTOXKEHUNE (ctnpaHume) nnu obesnnumnBaHue
NEePCOHANbHbIX AAHHbIX Ha MALUMHHbIX HOCUTENAX NPU UX
nepesfaye Mexay No/Ab30BaTeNsAMM, B  CTOPOHHME
OpraHM3auMM AN8 PEeMOHTa WAM YTUAM3aUMK, a TaKKe
KOHTPOJIb YHUUTOXKEHUA (CTUpaHUA) nam obesnnumsaHms

V. Peructpauma cobbitnin 6esonacHoctu (PCB)

PCB.1

OnpeaeneHve cobbiTit 6He30MacHOCTM, MNogaeXKalinx
perucTpaumnm, U CPOKOB UX XpaHeHua

PCB.2

Onpep,eneHme COCTaBa U coaep*aHuA MHd)OpMaLI,MVI o
cobbITHAX 6e3OI'IaCHOCTM, noanexawux perncrpaumm

PCB.3

Cbop, 3anucb M XxpaHeHMe WHPoOpMaUMM O COoBbITUAX
6e30MacHOCTM B Te4yeHMe YCTAaHOBJIEHHOrO BPEMEHMU
XpaHeHus

PCb.4

PearmpoBaHMe Ha cbou npu perncrTpaunmn cobbiTui
6e30MacHOCTM, B TOM YMCAE annapaTHble U NPOrpamMmmHble
owmnbKkM, cbonm B MexaHu3max cbopa uWHboOpmauuM WU
JOCTWXKEHME MpeAena  WAW  MepernosiHeHus obbema
(emkocTn) namATu

PCB.5

MOHUTOPUHT (npocmortp, aHanms) pe3ynbTaToB
pernctpaunm cobbiTnin 6e30MacHOCTU M pearnpoBaHne Ha
HUX




PCB.6

leHepupoBaHue BPEeMEHHbIX METOK n (nnn)
CUHXPOHM3ALUMS CUCTEMHOro BPEMEHMU B
MHPOPMALMOHHOM cucTeMe

PCB.7

3awmTa MHpopmaumm o cobbiTnAx 6esonacHoCTH

VI. AHTMBMpPYCHas 3awuTa (AB3)

AB3.1

Peanusauma aHTUBMPYCHOM 3aLLMTbI

AB3.2

O6HoBNeHMe 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMNbIOTEPHbIX Nporpamm (Bnpycos)

VII. O6HapyKeHue BTOp:KeHuin (COB)

COB.1

O6HapyKeHne BTOPKEHUN

COB.2

O6HoBNEHMe 6a3sbl peLlatowmx Npasm

VIII. KoHTponb (aHanuM3) 3alMiLeHHOCTM NepPCoHabHbIX AaHHbIX (AH3)

AH3.1

BbisiBneHue, aHanuM3 yasBUMOCTEN WHGOOPMALMOHHOM
CUCTEMbI U OMepaTUBHOE YCTPaHEHWE BHOBb BblsiB/IEHHbIX
ysA3BMMOCTEMN

AH3.2

KOHTpO/Nb  YCTAaHOBKM  OOHOBAEHUA  MPOrPamMMHOro
obecrneyeHuns, BKAOYaA OOHOBAEHME MNPOrPamMMHOrO
obecneyeHuns cpeacTs 3alUTbl MHOPMaLMK

AH3.3

KoHTpo/1b paboTocnocobHOCTM, NapameTPoB HACTPOMKMU U
NpaBuUAbHOCTU  GYHKUMOHUPOBaAHMUA NPOrpammHOro
obecneyeHnn 1 CpeacTs 3aWmTbl MHGOpMaLMK

AH3.4

KoHTpoAb cocTaBa TEXHWMYECKUX CPeACTB, NPOrpamMmHOro
obecneyeHna U CPeacTB 3aLUMTbl MHGOPMALLMM

AH3.5

KoHTpoNb nNpaBun reHepauuMmM U CMeHbl Maposen
nosib3oBaTesiel, 3aBefeHUs U yaaNeHUs yYeTHbIX 3anucei
nosb3oBaTesield, peannsauuum nNpPaBua  pPasrpaHUYeHnn
[ocCTyna, NOJIHOMOUMIA nosib3oBaTtenel B
MHPOPMALMOHHOM cucTeEMe

IX. Obecney

eHune UenocCTHoCTn MHCI)OpMaLI,MOHHOﬁ CNCTEMDBI M NEPCOHANIbHbIX 4,

dHHbIX

(oun)

ou/1.1

KOHTpPO/Mb LEeNOoCTHOCTM MNPOrpamMmmHoOro obecneyeHus,
BK/IlOYas nporpammHoe obecrneyeHne CpeacTB 3aluThl
nHpopmauunm

oun.2

KOHTPO/Mb  LENOCTHOCTM  MEePCOHaNbHbIX  AaHHbIX,
cogepawmxca B 6asax AOaHHbIX MHOOPMALMOHHOM




CNCTemMbl

oun.3 ObecneyeHune BO3MOXHOCTHU BOCCTAHOBNEHUA
nporpammHoro obecneyeHus, BKAKOYAA MNpPOrpammHoe
obecneyeHne cpeacTB 3awmTbl  MHOpMaUUM, Npu
BO3HWKHOBEHWW HELUTATHbIX CUTyaLNit

oun.a ObHapy)KeHne W© pearMpoBaHMe Ha MNOCTYN/ieHMe B
MHOOPMALMNOHHYIO cuctemy He3anpalnBaembIx
3N1EKTPOHHbIX COObLWEHUI (NMceM, AOKYMEHTOB) U MHOM
nHbopmauumM, He OTHOCALMXCA K (PYHKLMOHMPOBAHMUIO
MHPOPMALMOHHOM CUCTEMbI (3aLLMTa OT cnama)

ous.5 KoHTponb coaepkaHna uHpopmaumm, nepegasaemoit us
MHPOPMALMOHHOM CUCTEMDI (KoHTelHepHbIN,
OCHOBaHHbIA Ha cBOMCTBax 06beKTa Agoctyna, u (Mnam)
KOHTEHTHbIN, OCHOBAHHbIN Ha MOWCKE 3anpeLlLeHHOM K
nepegavye uHOOPMaUMM C WUCNOAb30BAHMEM CUTHATYP,
MacoK M UHbIX METOAO0B), M UCKAOYEHME HEMNPaBOMEPHOM
nepegayv nHdopmaLmm ns MHGOPMaLMOHHOM CUCTEMDI

ousn.e OrpaHunyeHue npas nosib3oBaTenemu no BBOAY
nHopmauum B UHGOPMALMOHHYIO CUCTEMY

oun.z KOHTPO/MIb TOYHOCTM, MOAHOTbI U MPABUALHOCTU AAHHbIX,
BBOAUMbIX B MHOOPMALMOHHYIO CUCTEMY

ous.8 KoHTpo/b OWMBOYHbIX AEWCTBUA MoJsib3oBaTenen Mo

BBOAY W (MAM) nepepaye NepPCOHaNbHbIX AaHHbIX W
npeaynpexaeHne noJsib3osatenen o6  oWMOOYHbIX

AencTBmax
X. ObecnevyeHune AOCTYNHOCTU NEPCOHaNbHbIX AaHHbIX (OAT)
oAaT.a Mcnosb3oBaHME OTKa30yCTOMUMBbLIX TEXHUYECKUX CPECTB
OoAaT.2 Pe3epBMpoOBaHNE TEXHUYECKMX CPEACTB, MPOrpaMmMHOro

obecneyeHna, KaHanoB nepefaum nHGopmaLmu, CpeacTs
obecneyeHnss  PYHKUMOHMpPOBaHMA  MHPOPMALMOHHON
cucTembl

oAT.3 KoHTponb 6e30TKasHoro bYHKLMOHUPOBAHUSA
TEXHUYECKUX CpeacTB, obOHapyeHMe W JloKanusauma
OTKa30B  QYHKUMOHMPOBAHMA, MNPUHATME Mep Mo




BOCCTAaHOB/1IEHUNIO OTKa3aBLWKNX CpeacTB N UX TECTUPOBaHKME

OAT.4

Mepunoanyeckoe pesepBHOE KONMMPOBAHWE NEPCOHANbHbIX
OAHHbIX  Ha  pesepBHble  MalUMHHblE  HOCUTENM
MepPCOHaNbHbIX AAHHbIX

OAT.5

Ob6ecneyeHune BO3MOKHOCTU BOCCTaHOB/EHUA
NEPCOHANbHbIX  AAHHbIX C  PEe3epBHbIX  MaLIMHHbIX
HOCMTeNei NepcoHanbHbIX AAHHbIX (pe3epBHbIX KOMui) B
TeYeHWe YCTaHOBNIEHHOro BPEMEHHOr0 MHTEPBaa

XI. 3awmTa cpeapl BupTyanusaumm (3CB)

3CB.1

NaeHTudmKauma n ayteHTUdMKauma cybbekTos goctyna u
06bEKTOB A0CTyMNa B BUPTYasbHOW MHPPACTPYKTYPE, B TOM
yncne  aAMMHUCTPATOPOB  YNpaBAeHMA  CPeacTBamM
BMPTYyannsaumnm

3CB.2

YnpaBneHve A0CTyNnom Cyb6beKkToB A0CTyna K obbeKTam
AOCTyna B BUPTyanbHOW WHQPACTPYKType, B TOM uucne
BHYTPU BUPTYasIbHbIX MaLUUH

3CB.3

Pernctpauma cobbiTmii 6e30MacHOCTM B  BUPTyanbHOWM
NHPpPaCTpyKType

3CB.4

YnpasneHve (puabTpauma, MaplipyTU3aumsa, KOHTPOJb
coegMHeHWs, OAHOHANpPaB/ieHHana nepegaya) MOTOKamM
UHPOPMALMN  MeXKZAYy KOMMOHEeHTaMW  BUPTyanbHOW
MHQPACTPYKTYpbl, @ TaKXKe Mo NepumMeTpy BUPTyasbHOW

MHPPACTPYKTYpbI

3CB.5

JoBepeHHasa  3arpyska CepBepoB  BMPTyanusauuw,
BUPTYaIbHOM MaLUMHbI (KoHTelMHepa),  cepBepoB
ynpaBneHus BUpTyaamsaumen

3CB.6

YnpasneHve nepemelleHMeM  BUPTYaibHbIX  MaLIUH
(KoHTelHepoB) 1 0bpabaTbiBaeMbIX Ha HUX AAHHbIX

3CB.7

KOHTPO/Ib LLE/IOCTHOCTU BUPTYaIbHOM MHPACTPYKTYPbI U
ee KoHdurypaumi

3CB.8

PesepBHOE KOMWPOBAHWE AOaHHbIX, pPe3epBUpPOBaHMUE
TEXHUYECKUX CPeacTs, nporpammHoro obecnevyeHus
BMPTYasibHOM MHOPACTPYKTYPbl, @ TaK¥Ke KaHa/loB CBA3U
BHYTPM BUPTYaNbHOW MHOPACTPYKTYpbI




3CB.9

Peanuzauma wn ynpaBieHMe aHTUBUPYCHOM 3aluuTon B
BUPTYa/ibHOM MHpPACTPYKTYpe

3CB.10

Pa3zbueHune BUPTyanbHON MHPPACTPYKTYPbl Ha CErMEHTbI
(cermeHTMpOBaHME BUPTYyaNbHOU WHGPACTPYKTYpbI) Ans
06paboTKM MepCoHasbHbIX  AAHHbIX  OTAE/IbHbIM
nosib3oBaTesiem U (M1K) rpynmnon nosb3osaTenen

XIl. 3awuTa TexHuyeckumx cpeacrts (3TC)

3TC.1

3awmTa MHPopmauumn, obpabaTbiBaeMol TEXHUYECKUMMU
CpeAacTBamM, OT ee YTEUYKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHusauma KOHTPOAMPYEMOM 30HbI, B npeaenax
KOTOPOW  MOCTOAHHO  Pa3MELLAlOTCA  CTaUMOHapHble
TeXHUYecKme cpeactsa, obpabatbiBatowme nHGopmaumio,
M cpeacTBa 3aWmTbl MHOOPMALMK, a TaKkKe CpeacTBa
obecneyeHna GYHKLMOHUPOBAHMA

3TC.3

KoHTponb W ynpaBneHne ¢uU3MYECKMM [OCTYNOM K
TEXHUYECKUM cpeacTBam, cpeactsam 3aWmThI
MHbopMaLuu, cpeacTeam obecneyeHun
OYHKUMOHMPOBaAHMA, a TaKXKe B  TMOMELLEeHUs U
COOPYKEHUS, B KOTOPbIX OHMU YCTaHOBAEHDI,
WCKAOYaoWmMe  HECAHKUMOHMPOBAHHBIN  dU3NYECKUi
[ocCTyn K cpeactsam obpaboTkm MHbopmaLmm, cpeacTeam
3awmMTbl  MHPopmMauMm U cpeactBam  obecneyeHus
OYHKUMOHMPOBAHUA  MHPOPMALMOHHOMW  CUCTEMbI, B
NOMELLEHUNS U COOPYIKEHUSA, B KOTOPbIX OHU YCTAHOB/IEHbI

3TC.4

PasmelleHne  ycTpoOMCTB  BbiBOAA (oToBparkeHua)
MHbOPMaLNK, UCKIOYaloLLEE ee HEeCAHKLMOHNPOBAHHbIM
NpPoOCMoTP

3TC.5

3alwmMTa OT BHEWHMX BO34ENCTBMIA  (BO3AencTBUM
OKpYXKatoLeh cpeasbl, HecTabuabHOCTH
9/1EKTPOCHAOKEHMA,  KOHAMUMOHWUPOBAHMA U WHbIX
BHeLWHNX GpaKTopoB)

XIIl. 3awmTa MHPOPMALMOHHOM CUCTEMBI, €e CPEeACTB,
CUCTEeM CBA3M U Nepeaaun AaHHbix (3UC)

31C.1

PaspeneHne B MHGOPMaUNOHHOM cucteme GyHKLUM no|




ynpaB/ieHuio (agMUHUCTPUPOBAHMIO) MHPOPMALMOHHOM
cucTemol, ynpaB/ieHuto (aamuHMCTPUpPOBaHMIO)
CUCTEMOM 3aLUMUTbl MEPCOHA/IbHbIX AaHHbIX, GYHKLMIA MO
06paboTKe NepcoHaNbHbIX AaHHbIX M WHbIX GYHKLMA
MHPOPMALNOHHOM CUCTEMDbI

3UC.2

MpepoTepalLeHne 3a4,ePKKM nnm npepbiBaHUA
BbIMO/IHEHNA MNPOLLECCOB C BbICOKMM MNPUOPUTETOM CO
CTOPOHbI NPOLLECCOB C HU3KUM NPUOPUTETOM

31C.3

ObecneyeHne 3allMTbl MNEPCOHaNbHbIX AaHHbIX OT
packpbiTa, moauduKauMmM KW HasA3biBaHMA (BBOAA
NOXHOM MHopmaumn) Npu ee nepedadve (NoAroToBKe K
nepegaye) Mo KaHanam CBA3W, MMeNOLWMM BbIXo4, 3a
npegenbl  KOHTPONMPYEMOW 30Hbl, B TOM 4ucie
6ecnpoBoAHbIM KaHanam CBA3N

3nc.4

ObecneyeHne p[OBeEpEHHbIX KaHasa, Maplipyta Mexay
aAMUHUCTPATOPOM, NONb30BATENEM U CPeacTBaMM
3aWwnTbl  UHPopmaumm  (dyHKUMAMKM  6E30NacHOCTM
CpeacTs 3aWmTbl MHPopMaLmm)

3UNC.5

3anpeT HecaHKUMOHMPOBAHHOW YyAaseHHON aKTMBaLUM
BUAEOKAMEpP, MUKPODOHOB U WUHbIX nNepudepuiiHbix
YCTPOWCTB, KOTOPblE MOFYT aKTUBMPOBATLCA YAANEHHO, U
onoBelleHNe nosib3oBaTene 06 aKTUBAUMM  TaKMUX
YCTPOWCTB

3U1C.6

Mepegaya M KOHTPOAb  LENOCTHOCTM  aTpubyTOB
6esonacHoCcTM (meToK 6e30MacHOCTM), CBA3AHHbIX C
MEePCOHaNbHbIMMU AaHHbIMK, NPU 0OBMEHE MMU C UHbIMK
MHPOPMALIMOHHBIMKU CUCTEMaMU

3UnC.7

KOHTpO/MIb  CaHKLMOHMPOBAHHOIO " UCKAIOYEeHUEe
HECaHKLUMOHMPOBAHHOTO  WUCMO/Ib30BaHUA  TEXHONOTUI
MOBUAbHOTO Koda, B TOM 4ucC/ie perncrpauma cobbitui,
CBAI3aHHbIX C MUCMO/Ib30BAHMEM TEXHONOMMN MOBUIBHOIO
KOfa, WX aHa/iM3 U pearMpoBaHME HaA HapyLlUeHus,
CBA3aHHbIE C MUCMO/Ib30BAHUEM TEXHONOTMMIA MOBMNBHOIO
Koaa




31C.8

KOHTPOAb  CaHKLUMOHWPOBAHHOrO M UCK/IKOYEHUe
HECAHKLUMOHNPOBAHHOrO  MCMOAb30BaHUA  TEXHONOMMIA
nepefayn peuyn, B TOM 4YWUCAE PeructTpauus cobbiTUi,
CBA3AHHbIX C WCMNONb30BAaHMEM TEXHONOMMI nepeaayn
peun, MX aHaAM3 W pearMpoBaHME Ha HapyLleHus,
CBA3aHHblEe C WCNO/b30BaHWEM TEXHONOMMIA nepeaaqn
peun

31C.9

KOHTpOAb  CaHKLMOHMPOBaHHOM " UCK/loueHne
HEeCaHKLMOHNPOBaHHOW Nepegayn BUAEOUHPOPMaLMK, B
TOM uucNe perucTpauusa  cobbiTWi, CBA3AHHbIX C
nepesayerr  BuMAeoMHOOpPMALMM,  UX  aHaAM3 WU
pearMpoBaHMe Ha HapyLleHWs, CBA3aHHble C nepegaveit
BMAE0MHOOPMALLMM

31C.10

MoaTteepxaeHue NPOUCXOXKAEHMSA MCTOYHMKA
WHPOpMauun, nonaydyaemoilt B npouecce onpeseneHus
CeTeBbIX aAPECcoB N0 CETEBbIM MMEHAM UK onpeseneHus
CeTeBbIX MMEH MO CeTeBbIM agpecam

31C.11

ObecneyeHne MOAJIMHHOCTU  CETEBbIX  COEAUHEHWI
(ceaHcoB B3aMmogencTeuns), B TOM Yncie 45 3almTbl OT
MoAMeHbI CETEBbIX YCTPOWCTB U CEPBUCOB

3M1C.12

NckntoueHne BO3MOMKHOCTM OTPULAHUA MNOJIb30BaTENEM
daKTa OTNpaBKM MEPCOHaJIbHbIX  [AaHHbIX  Apyromy
Nnosib30BaTeNt0

3M1C.13

UckntoueHne BO3MOXKHOCTU OoTpUUaHMA NOoJ2ib30BaTe/1IeM
d)aKTa nonyyeHmAa nepcoHas/ibHbIX AaHHbIX OT ApYyroro
nonb3oBaTenA

3M1C.14

Mcnonb3oBaHWe yCTPOMCTB TEPMMHANBHOIO AOCTyna AnA
06paboTKKN NepcoHanbHbIX AaHHbIX

31C.15

3awmMTa apxuBHbIX GalMnoB, MNapaMeTpoB HACTPOMKMU
cpeacts  3aWwmTbl  MHOOpPMaUMM UM MPOrPaMMHOro
obecneyeHMa W  MHbIX [AaHHbIX, He MOoANEeNKaLMX
M3MEHEeHMI0 B npouecce 06paboTKM MNepcoHanbHbIX
OaHHbIX

31C.16

BbisiBneHue, aHanus " 6/10KMpoBaHme B




MHPOPMALMOHHOM CUCTEME CKPbITbIX KaHaN0B Mepeaayu
nHpopmauum B 06xo4 peasin3oBaHHbIX MEP WUAM BHYTPU
paspeLleHHbIX CETEBbLIX MPOTOKO/I0B

31C.17 Pa3zbueHne WHOOPMALMOHHOM CUCTEMbI HA CErMeHTbI + +
(cermeHTMpOBaHNE  UHPOPMALMOHHON  CUCTEMDBI) MU
obecneyeHne 3aWMThI nepMmeTpoB CErmeHTOB
MHPOPMALNOHHOM CUCTEMDbI

31C.18 ObecneyeHne 3arpy3kM M WCMNONIHEHUA MNPOrPAMMHOrO

obecneyeHnss C MalUMHHbIX HOCUTeneMn nepcoHa/ibHbIX
AaHHbIX, AOCTYMNHbIX TOJIbKO ANA 4YTeHUA, U KOHTPOJb
LLeNOCTHOCTU AaHHOIo NporpamMmmHoOro obecneyeHus

31C.19 M3onauma npoueccoB (BbINOJSIHEHWE Mporpamm) B
BblAEeNEHHOM 061aCcTh NamATH
31C.20 3awmTta 6ecnpoBOAHbIX COEAMHEHUA, MPUMEHAEMbIX B + + +

MHPOPMaLMOHHOM cucTeme

XIV. BbisiBNeHWE MHUMAEHTOB U pearnposBaHme Ha Hux (MHLL)

MHLU.1 OnpepeneHne vy, OTBETCTBEHHbLIX 33 BblABAEHME + +
WHUWAEHTOB U pearMposaHme Ha HUX

NMHL,.2 O6HapyrKeHue, naeHTMduKauma 7 perucrpauma + +
WHUWAEHTOB

MHL.3 CsoeBpemeHHOe MHPOPMUPOBaAHME NNL, OTBETCTBEHHbIX + +

3a BblAB/IEHNE MHUMAOEHTOB U pearnpoBaHUe Ha HUX, O
BO3HUKHOBEHUNA MHUMOEHTOB B MHd)OpMaLI,MOHHOVI
cncreme nosb3oBatenamm N agMmMHUCTPAToOpamMm

MHLL.4 AHann3 MHUWAEHTOB, B TOM 4uC/e onpegeneHue + +
WMCTOYHUKOB U MNPUYNH BO3HWUKHOBEHWUA MHUMAEHTOB, a
TaKKe OLEHKa UX NOCNeaCcTBUM

MHLL.5 MpuHATME MepP MO YCTPAHEHWUIO NOCNEACTBUA MHUNAEHTOB + +

MHL,.6 MNnaHMpoBaHMe M NPUHATME Mep NO NPeaoTBPALLEHUIO
NOBTOPHOIO BO3HMKHOBEHMWA MHUUAEHTOB

XV. YnpaBneHue KoHoUrypaumein MHGOPMALLMOHHON CUCTEMBI M CUCTEMbI 3aLLMTbl NEPCOHANbHbIX A4aHHbIX
(YK®)

YK®.1 OnpeaeneHve nuu, KOTOPbIM paspelleHbl AeWCTBMA Mo + + +
BHECEHUIO N3MeHeHUM’ B KoHbUrypaLmio




MHPOPMAUMOHHOM  CUCTEMbI WM CUCTEMbI  3aLLUTBI
NepCcoHanbHbIX AaHHbIX

YK®.2 YnpasneHune U3MEHEHUAMM KOHPUrypaumm + + +
MHPOPMAUMOHHOM  CUCTEMbI WM CUCTEMbI  3aLLUTHI
NepCoHaNbHbIX AaHHbIX

YK®.3 AHanu3 MOTEHLMANbHOIO BO3AEUCTBUS MAAHUPYEMbIX + + +
M3MEHEHUN B KOHOUTYpaumm MHPOPMALMOHHOM CUCTEMDI
M CUCTEMbl  3alMTbl  MEPCOHasbHbIX  AAHHbIX  Ha
obecneyeHve  3alWMTbl  MEPCOHAsIbHbIX  AAHHbIX U
corsiacoBaHue N3MeHeHuM B KOHUrypaumm
MHOOPMALMOHHON CUCTEMBI C  AOKHOCTHBIM  JIULLOM
(paboTHMKOM), OTBETCTBEHHbIM 33 obecneyeHue
6€30NacHOCTM NePCOHaNbHbIX AAHHbIX

YK®.4 JOoKymeHTUpoBaHMe nHpopmaumm (AaHHbIX) 06 + + +
U3MEHEHUAX B  KOHOMUrypaumm  MHOOPMAUMOHHOWM
CUCTEMbI U CUCTEMBI 3aLLUTbI NEPCOHANbHbIX AaHHbIX

"+" - mepa no obecneyeHno 6e30MaCHOCTU NEPCOHANbHbLIX AAHHbIX BKAOYeHa B 6a30Bbli Habop Mep ANA COOTBETCTBYIOLLErO YPOBHA 3alLMLLEHHOCTU
MepCcoHanbHbIX AaHHbIX.
Mepbl no obecneyeHnio 6e30MacHOCTM NEPCOHasbHbIX AaHHbIX, He 0603Ha4YeHHble 3HaKom "+", MpumeHstoTca npu agantauumn 6asosoro Habopa mep u

YTOYHEHUUN a4aNTUPOBAHHOTO 6a3oBoro Ha6opa Mep, a TaKXe npu paapa60TKe KOMMEHCUPYOWnX mep no obecneyeHnto 6e3onacHoOCTM NnepCcoHabHbIX AaHHbIX.
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