3apeructpmuposaHo B MuHtocte Poccnm 31 maa 2013 r. N 28608

®EAEPANIbHAA CNYXKBA MO TEXHUYECKOMY U SKCNOPTHOMY KOHTPOJIIO

MPUKA3
ot 11 ¢peBpana 2013r. N 17

OB YTBEPXXAEHMUWN TPEEOBAHUM
O 3ALMTE UHOGOPMALIMU, HE COCTABANAIOLLENA TOCYAAPCTBEHHYIO TAHY,
COLEPXALLENCA B TOCYAAPCTBEHHbIX MHOOPMALIMOHHbIX CUCTEMAX

B cooTBeTcTBMM C YacTblo 5 cTaTbm 16 PegepanbHOro 3akoHa oT 27 utons 2006 r. N 149-d3 "06
nHbopmaumnKu, UHPOPMALMOHHbBIX TexXHoMorMaAX U O  3awuTe  UHPopmaumn"  (CobpaHue
3aKoHogaTenbcTBa Poccuiickoint ®epepaumm, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT.
2038; N 30, cT. 4600; 2012, N 31, cT. 4328) 1 NonoxeHnem o desepanbHol cnykbe No TEXHUYECKOMY U
3KCNOPTHOMY KOHTPO/IO, YTBEPXKAEHHbIM YKazom [pe3ngeHTa Poccuiickoin Pegepaunmn ot 16 asrycta
2004 r. N 1085 (CobpaHue 3akoHogaTenbcTtBa Poccuitickont degepaunn, 2004, N 34, ct. 3541; 2006, N
49, c1.5192; 2008, N 43, cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818), np1KasbiBato:

1. YT1BepguTb npunaraemble TpeboBaHMA o0 3awuTe MHPOPMaLMM, He COCTaBAAOLLEN
rocyapCTBEHHYO TalHY, COAEPKALLENCA B rOCYAapCTBEHHbIX MHPOPMALMOHHbIX CUCTEMAX.

2. YCTaHOBUTb, YTO YKasaHHble B NyHKTe 1 HacTosAwero npukasa TpeboBaHUA NPUMEHAOTCA As
3aWmThl MHGOPMAaLMM B rOCyAapCTBEHHbIX MHGOPMALMOHHBIX cucTemax ¢ 1 ceHTabps 2013 r.

Oupektop

depepanbHO CNYXKObI MO TEXHUYECKOMY
M 3KCMOPTHOMY KOHTPOJIIO

B.CETNH

YTBEp}KaeHbl
npmkasom PCTIK Poccum
ot 11 ¢eBpana 2013 r. N 17

TPEEOBAHUA
0 3ALLMTE UHOOPMALIMM, HE COCTABAAIOLLIEM TOCYAAPCTBEHHYIO TAIHY,
COMEPKALLIECA B FOCYJAPCTBEHHBIX UHOOPMALIMOHHBIX CUCTEMAX

|. Obuwme NnonoxKeHus

1. Hactoswue TpeboBaHuMA pa3paboTaHbl B COOTBETCTBUM ¢ PegepanbHbiM 3aKOHOM OT 27 utons
2006 r. N 149-03 "0O6 uHbopmaunun, MHPOPMALMOHHbLIX TEXHOMOMMAX M O 3awmute MHPopmaumm"
(CobpaHue 3akoHogaTtenbcTBa Poccuitckoit Pepgepaumn, 2006, N 31, c1. 3448; 2010, N 31, cr. 4196;
2011, N 15, ct. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328), a TaKKe C y4ETOM HaLMOHa/bHbIX CTaHAAPTOB
Poccuinckoit Pegepaunn B 061acTv 3awmTol MHGopMaLmMm n B 061acTv co34aHMA aBTOMATU3NPOBAHHbIX
cucTem (Zanee - HAUMOHAbHbIE CTAHAAPThI).

2. B poKymeHTe ycTaHaBauBatoTcA TpeboBaHMA K obecrneyeHMoo 3alnTbl  MHOPMALUK
OrpaHMYEHHOro AOCTYyMa, He coAepXKallel cBeAeHUs, COCTaBAAOWME rocyA4apCTBEHHYIO TaliHy (aanee -
MHbOpMaLMA), OT YTEUYKM MO TEXHUUYECKMM KaHaflaM, HeCaHKLMOHMPOBAHHOMO A0CTyNna, cneuuanbHbIX
BO34eMCTBMIA Ha TaKylo MHopmaumio (Hocutenn uHdopmauum) B Lensx ee A06bIBAHUA, YHUUTOXKEHUS,
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UCKaXeHua wnan BNOKMPOBAHWA [O0CTYNa K Hel (manee - 3awmTta MHPopmauum) npu obpaboTke
yKa3aHHOM MHPOPMALMK B TOCYAAPCTBEHHBIX MHOOPMALMOHHbIX CUCTEMAX.

Hactoswme TpeboBaHMA MOryT MPUMEHATLCA ANA 3alMTbl 0bWenocTynHoOW WHdopmaumm,
copeprKallenca B rocyapcTBeHHbIX MHPOPMALMOHHBIX CUCTEMAX, A1A AOCTUNKEHUSA LieNel, YKasaHHbIX B
nyHKTax 1 n 3 yactu 1 ctatbum 16 GegepanbHoro 3akoHa ot 27 uronsa 2006 r. N 149-93 "06 nHbopmauumy,
MHPOPMALMOHHBIX TEXHONOTUAX U O 3aLmTe MHPopmauun",

B AOOKymeHTe He paccmaTtpusatoTca TpeboBaHMAa o 3awmTe MHOOpPMaLMM, CBA3AHHbIE C
NPUMEHeHMeM  Kpuntorpapuyeckux  MeTogoB  3awuTbl  MHGOpMaLMM M WKOPOBANbHbIX
(kpunTorpadmyecknx) cpeacTs 3aWwnTbl UHGOPMALUK.

3. Hactoawme TpeboBaHus saBnsOTCA 06s3aTeNlbHbIMM Npu  obpaboTke WHPOpmauun B
rocyfapcTBEHHbIX MHPOPMALMOHHBIX cUcTeMaX, GYHKLMOHUPYOWMX Ha Tepputopun Poccuintckoit
depepaunn, a TakKe B MYHWLMMANAbHbIX MHPOPMALMOHHbBIX CUCTEMAX, €C/IM UHOE He YCTaHOB/IEHO
3aKoHoZaTenbcTBOM Poccuiickon Denepaumm 0 MECTHOM CamMOyNpPaBieHUMU.

HacToawme TpeboBaHUA He PacnpOCTPaHAIOTCA Ha rocyAapcTBEHHbIE MHGOPMALMNOHHbIE CUCTEMDI
AamuHuctpaumm MpesumaeHta Poccuitickon ®egepaumm, Coseta besonacHoctn Poccuiickoin Peagepaumnn,
depepanbHoro CobpaHus Poccuiickoit  ®Pepepaummn, [MMpasutenbctBa Poccuiickoit  Pepepauyumn,
KoHctutyumoHHoro Cyaa Poccuiickoit Peagepaumm, BepxosHoro Cyaa Poccuiickoit Pepgepaumm, Boicwero
ApbutparkHoro Cypa Poccuiickon ®epepaumm n degepanbHoi cnyxbbl 6e3onacHocTM Poccuiickom
depepaunn.

4. Hactoswue TpeboBaHuA npepHasHayeHbl pns obnagateneit MHOPMaLMM, 3aKA3UMKOB,
3aK/IOYMBLLMX FOCYAAPCTBEHHbIA KOHTPAKT Ha CO34aHMe rocysapCTBEHHOM MHPOPMALMOHHOM CUCTEMDI
(manee - 3aKa34MKM) M ONEPATOPOB rOCYAAPCTBEHHLIX MHPOPMALMOHHBIX CUCTEM (Aanee - onepaTopbl).

Nnuo, obpabatbiBatowee MHOOPMALMIO, ABAAIOLLYIOCA TOCYAAPCTBEHHBIM MHGOPMALMOHHbIM
pecypcom, no nopyyeHuo obnagatens wuHbopmaumm (3akasumka) wuam  onepatopa u  (nan)
NPeAoCTaBAAIOLLEE MM BbIYMCAUTENbHBIE pecypcbl (MowHocTM) gns obpabotku mHPopmaumm Ha
OCHOBAHWWM 3aKNOYEHHOro A0roBopa (fanee - yNo/JHOMOYEHHOe nuLO), obecneymBaeT 3alMUTy
MHPOPMALMN B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickon Pepepauumn o6 umHbopmaumuy,
MHPOPMALMOHHbBIX TEXHOMOTUAX U O 3awWmTe MHPopmMaumn. B gorosope fonKHa BbITb NpesycmMoTpeHa
06A3aHHOCTb  YNO/JIHOMOYEHHOro Anua  obecneumBaTb  3aWMUTy  WHbOpmaAuuMKM,  ABASOLLENCS
rocygapcTBeHHbIM MHPOPMALLMOHHBIM PECYPCOM, B COOTBETCTBUM C HAacTosAWMMKN TpeboBaHMAMM.

5. Mpu 06paboTKe B rocyAapcTBEHHONW MHPOPMALMOHHOW cucTeme MHPOpPMaLUUK, CoAep KaLlel
nepcoHasibHble AaHHble, HacToAwMe TpeboBaHMA MPUMEHSAIOTCA HapAgy C TpeboBaHMAMW K 3almuTe
NepcoHasbHbIX AAHHbLIX MpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX,
YTBEPKAEHHbIX NocTaHoBNeHUeM MNpaBuTenbctea Poccuiickon ®Pepepaumm ot 1 Hoabpa 2012 r. N 1119
(CobpaHue 3akoHoaaTenbcTBa Poccuinckoit deaepaummn, 2012, N 45, cT. 6257).

6. Mo peweHno obnagatena nHopmaummn (3akasumnka) Mam onepartopa HactoAuwme TpebosaHus
MOTyT  MPUMEHATBCA  AA8  3aWuTbl  MHOOPMAUMKM, COAeprKalLleica B HEerocyfapcTBEHHbIX
MHPOPMALMOHHBIX CUCTEMAX.

7. 3awuTa nHbOpMaLnK, coaeprKallleiica B rocyaapcTBeHHon nHpopmaumMoHHOM cucTeme (oanee -
MHPOPMAUMOHHAA cuctema), obecrneumsaeTcs nNyTem BbIMOAHEHUA obnagatenem UHbOPMaUUm
(3aKkasumkom) u (nnun) onepatopom TPebOBaHUI K OpraHM3aLmMm 3aWmTbl MHOOPMaLMK, CoAepKalLeinca
B MHPOPMALMOHHOM cucTeme, U TpeboBaHUI K mepam 3aWuTbl MHGOPMaLUKM, coaeprkalieinca B
MHGOPMALMOHHOM cUcTeme.

II. TpeboBaHMA K opraHM3aLmm 3aWwuTbl UHGOPMaLUK,
coaeprkaleica B UHGOPMALMOHHOM cucTeme

8. B MHbOPMaLMOHHON cucTeme 06bEKTAMM 3aLUUTbI ABAAIOTCA MHOOPMALMA, COAEPKALLAACA B
MHPOPMALLMOHHON cUCTEME, TEXHUYECKUE CPeaCTBa (B TOM UnMcie CPeacTBa BblYUCAUTENBHON TEXHUKM,
MalUMHHble HOCUTENN WHPOPMALMKM, CPeacTBa M CUCTEMbI CBA3M M Nepefayn AaHHbIX, TEXHUYECKUe
cpeactea 06paboTkM  BykBeHHO-UMPPOBOW, rpaduyeckon, BUAeo- U pedyeBon WHPOpMaLMK),
obuiecnuctemMHoe, MNpWKNagHOe, chneuuanbHoe nporpammHoe obecneyeHue, MHOGOPMALMOHHbIE
TEXHONOMNMK, a TaK¥Ke CPeacTBa 3aLMTbl UHPOPMaALUN.

9. [ns obecneyeHua 3awmtbl MHOPMaLUKM, codepXKallenica B MHPOPMALMOHHON CUCTEME,
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OMepaTopoM Ha3Ha4yaeTca CTPYKTYpHOE noapasgeneHne WAM  OO0/MBKHOCTHOe Aunuo  (paboTHWMK),
OTBETCTBEHHble 3a 3aWnTy MHpopmaumu.

10. Ons nposeaeHuAa paboT no 3awuTe UHbOPMAUMM B XOAe CO34AHMA U 3KCnayaTauuu
MHOOPMALMOHHOM cucTeMbI obnagaTenem MHPopPMaLMK (3aKazuMKOM) M ONepaTopPoM B COOTBETCTBUU C
3aKoHoZaTenbcTBOM Poccuiickon ®Pegepaumm npu HeobXoAMMOCTM NPUBAEKAIOTCA OpraHuUsauumu,
MMeloLWMe IMLEH3NIO HA AEATeNIbHOCTb NO TEXHUYECKOM 3awmTe KoHPuaeHumManbHoW MHbopmauuun B
cooTBeTcTBMM ¢ PepepanbHbiM 3aKoHOM OT 4 masa 2011 r. N 99-d3 "O AnuUeH3NpPoBaHMU OTAENbHbIX
BMAoB aeatenbHocTu" (CobpaHue 3akoHoaaTenbcTBa Poccuiickon depepaumm, 2011, N 19, c1. 2716; N
30, cT. 4590; N 43, c1. 5971; N 48, c1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Ona obecneyeHua 3awmTbl MHPOpPMaUUK, coaeprkalenca B MHPOPMALMOHHON CUCTEME,
NPUMEHAIOTCA CPeacTBa 3aWwuTbl MHPOpMauMM, nNpowealne OLEeHKY cooTBeTcTBuMA B ¢dopme
obs3atenbHol cepTudMKaLUMM Ha CcOOTBETCTBME TpeboBaHMAM Mo 6HesonacHocTM WHpopmauum B
COOTBETCTBMU CO CTaTbel 5 PepepanbHoOro 3akoHa ot 27 aekabps 2002 r. N 184-93 "O TexHu4eckom
perynnposaHunn" (CobpaHune 3akoHogaTenbcTBa Poccuiickoit Pegepaumm, 2002, N 52, ct. 5140; 2007, N
19, cT. 2293; N 49, cT1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT. 6;
2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmTa nHbopmaumu, cogeprauienca B MHGOPMaALMOHHON cUCTeMe, ABNAAETCA COCTaBHOM
YacTbio PaboT MO CO3LAHUID U 3KCANYaTauMM MHGOPMALMOHHOM cUCTEMbl M obecneyYnBaeTcs Ha BCex
CcTaguax (3Tanax) ee cos3gaHMs U B XO4e 3KCNAyaTauuu nNyTem MPUHATUS OPraHM3aUMOHHbIX U
TEXHUYECKMX Mep 3aWuTbl MHPOPMALMKM, HaNpPaB/EeHHbIX Ha 6/0KMpoBaHWe (HelTpanusaumio) yrpos
6e3onacHOCTU MHbOPMALUN B MHPOPMALIMOHHOM CUCTEME, B paMKax CUCTeMbl (MOACUCTEMBI) 3aLLUUTbI
MHbopmaunmn MHGOPMaLMOHHON cUCTEMDI (Oanee - cuctema 3aWwuTbl MHGOpPMaLUMKM MHPOPMALIMOHHOM
CUCTEMBbI).

OpraHM3auMoHHbIE N TEXHUYECKME Mepbl 3aLMTbl MHPOPMaLMK, peanmsyemble B pamMKax CUCTEMbI
3aWmThl UHGOPMALUM MHOOPMALMOHHOW CUCTEMBI, B 3aBUCUMOCTU OT MHDOPMALUK, COAEPIKaALLENCA B
MHPOPMALMOHHOM cUCTEME, Lieniel co34aHMA MHOOPMALMOHHOM CUCTEMBI M 33a4ad, pellaembiX 3TOM
MHPOPMALMOHHOM CUCTEMOM, A0MKHbI ObITb HaNPaB/IEHbI HA UCKAOYEHME:

HenpaBOMEpPHbIX 4OCTyNa, KONMPOBaHWA, NPenoCTaBAEHUA UAM PACNpPOCTPAHEHUA MHPOPMALLUK
(obecneyeHne KoHPMAEHULMANBHOCTU MHPOPMALUK);

HEMPaBOMEPHbIX  YHUYTOXKEHUS  uanM  moguduumpoBaHma  uHbopmaumn  (obecneyeHue
LEeNoCTHOCTM MHpOopMaLmK);

HenpaBoMepPHOro 6,10KkMpoBaHusa MHPopmaumm (obecnevyeHmne AOCTYNHOCTU MHPOpPMaLUUK).

13. Ona obecneyeHua 3awmTbl MHPOpPMaAUUMK, coaeprkalenca B MHPOPMALMOHHOMN CUCTEME,
NPOBOAATCA CeaytolmMe MeponpuaTmA:

dopmupoBaHue TpeboBaHMN K 3awmte UHPoOpmauuMK, codepKallenca B MHOOPMALMOHHOM
cucTeme;

pa3paboTKa cucTembl 3aWmTbl UHGOPMaALUN MHHOPMALNOHHOM CUCTEMDI;

BHEZlpeEHME CUCTEMbI 3aLUNTbI MHDOPMALIMN MHPOPMALIMOHHOM CUCTEMBI;

atrectauma WHGOOPMALMOHHOW cuUcTeMbl Mo TpeboBaHMAM 3alnUTbl WMHbOpmauuu (panee -
aTTecTauma MHGOPMaLIMOHHOM CUCTEMbBI) U BBOJ, €€ B IENCTBUE;

obecneyeHune 3awmTbl MHPOPMALMM B XOAE 3SKCNayaTauMM aTTeCTOBAHHOMW WMHGOPMALMOHHOWN
CUCTEMBI;

obecneyeHne 3aWnTbl  MHOOPMAUMM NpPU  BbIBOAE W3  3KCNAyaTauuM  aTTeCTOBAHHOM
MHGOPMALMOHHOM CUCTEMBI UK NOC/E NPUHATUSA pelleHMA 06 OKOHYaHUK 06paboTKM HbOoPMaUUK.

dopmupoBaHue TpeboBaHMI K 3awmTe MHGOPMaLMK, coaepKaLlenca
B MHPOPMALMOHHOM cUCTEME

14. ®opmunpoBaHMe TpeboBaHMIN K 3almTe MHDOPMALUK, coaeprKallenca B MHOOPMALMOHHON
cucTeme, ocyulecteaseTca obnagartenem nHGopmauunm (3akasunkom).

dopmupoBaHMe TpeboBaHMI K 3awmuTe WHOOPMAUMM, coaeprkallelica B WMHPOPMALMOHHOM
cucteme, ocyuiectsaseTtca ¢ ydyetom TOCT P 51583 "3awwuta uHPopmaumu. [MopAagoK co3gaHus
aBTOMATU3MPOBAHHbIX CUCTEM B 3alUMLLEHHOM McrosiHeHun. Obwue nonoxkewus" (aanee - FOCT P
51583) u TOCT P 51624 "3awmTta nHPopmaLmUn. ABTOMATU3NPOBaAHHbIE CUCTEMbI B 3alLULLIEHHOM
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ncnonHenunn. O6ume TpebosaHuns" (ganee - FTOCT P 51624) 1 B TOM YMCNe BKAOYAET:

NPUHATME  pPelleHnss O  HeobXoAMMOCTM  3awmTbl  MHPOpPMaLMM, cogepiKalleica B
MHGOPMALMOHHOM CUCTEME;

Knaccuduraumo MHGOPMALMOHHOM CUCTEMDBI MO TpeboBaHMAM 3aWwmTbl MHPopmaumn (panee -
Knaccudmkaumns HGOPMaLNOHHOM CUCTEMDI);

onpeaeneHune yrpo3 6e30MacHOCTM MHOOPMaLMK, Peanm3auma KOTOPbIX MOXKET NPUBECTU K
HapylweHuo 6esonacHocTU MHGopMaLMM B UHPOPMALMOHHOW cUCTEME, U Pa3paboTKy Ha UX OCHOBeE
Mmogaenu yrpos 6esonacHocT! nHpopmaLmm;

onpegeneHune TpeboBaHWUI K cucTeme 3alWmTbl MHPopMaLMKM MHPOPMALIMOHHOMN CUCTEMDI.

14.1. Mpn NPUHATUM pelleHMAa O HeobxoAMMOCTU 3aWuTbl MHPOPMaLUK, coaep)Kallenca B
MHPOPMALMOHHOM CUCTEME, OCYLLLECTBAAETCA:

aHanu3 uenen co3gaHua MHGOPMaLMOHHOM CUCTEMbI 1 33ia4, PELLAaeMbIX 3TON MHGOPMALIMOHHOM
cUCTemol;

onpegenerHne nHdopmaumm, nognexalen obpaboTke B MHPOPMALIMOHHON CUCTEME;

aHaNM3 HOPMATMBHbIX MPABOBbIX aKTOB, METOAMYECKMX [OKYMEHTOB W  HALMOHAJbHbIX
CTaHAapPTOB, KOTOPbIM AOJ/I}KHA COOTBETCTBOBATb MHOOPMALMOHHAA CUCTEMS;

NPUHATME  pelWweHuMA O HeobXoAMMOCTM  CO34aHMA  CUCTEMbl  3aWMTbl  UMHOOPMALLUK
MHPOPMALMOHHOM CUCTEMBI, a TaKXe onpeaeneHve uUefed WM 3afady 3alWuTbl MHPOpmauum B
WHPOPMALMOHHON  CUCTEME, OCHOBHbIX 3TamoB CO34aHUS  CUCTEMbI  3alUMTbl  MHbOPMauuUK
MHOOPMALMOHHOW cucteMbl U GYHKUMA MO obecrneyeHUo 3awmTbl MHGOPMaLUUKM, coaeprKalleinca B
MHPOPMALMOHHON cucTeme, obnagatena MHbopmauum (3aKasumKka), onepaTopa M YNoJHOMOYEHHbIX
.

14.2. Knaccudpukauma MHPOPMALMOHHON CUCTEMBI MPOBOAMUTCA B 3aBMCMMOCTM OT 3HAYMMOCTU
obpabatbiBaemoli B Hel MHOpmauMM M macwTaba MHOOPMAUMOHHOM cucTemMbl (dbeaepanbHbii,
pernoHanbHbI, 06bEKTOBbIN).

YcTaHaBAMBAOTCA YeTblpe Knacca 3alMLLEHHOCTM MHPOPMALMOHHOW CUCTEMDI, ONpeaenatolmne
YPOBHM 3aLUULLEHHOCTU coaeprKaleiica B Hel MHPopmauum. Camblii HU3KMIA KNacC - YeTBEPTbIA, CaMblIit
BbICOKWI - NepBblii. Knacc 3awmieHHOCTM MHPOPMALIMOHHOM CUCTEMbI ONPesensaeTca B COOTBETCTBUM C
npunoxednem N 1 K HacTosawmum TpeboBaHUAM.

Knacc sawmuweHHocTn onpegensaetca Ana WHOOPMAUMOHHOW CUCTEMbI B LLEAOM W, Npwu
HeobxogMMOCTW, AONA ee OTAEeNbHbIX CermMeHToB (cocTaBHbIX u4acten). TpeboBaHWe K Knaccy
3aLWMLLEHHOCTM BK/IOYAETCA B TEXHUYECKOe 3aJaHne Ha co3gaHne MHGOPMALMOHHOM cuctemsl 1 (Man)
TeXHMYEeCcKoe 3afaHue (4acTHoe TexHMYecKoe 3afaHue) Ha Co3ZaHMe CUCTEMbl 3alMTbl MHPopMauUn
MHGOPMALMOHHOM cucTeMbl, pa3pabaTbiBaemble ¢ yyeTom FOCT 34.602 "MHPOPMALIMOHHAA TEXHOOTUS.
KomnneKkc cTaHOApToB Ha aBTOMATM3MPOBAHHbLIE CUCTEMbI. TeXHMYecKoe 3ajaHuWe Ha co3jaHue
aBTOMaTM3MpOBaHHOM cuctembl" (ganee - TOCT 34.602), FOCT P 51583 1 TOCT P 51624.

Knacc 3awuueHHoOCcTM WMHPOPMALLMOHHOM CUCTEMbI MOANEXUT MEepPecMoTpy MNpu U3MEHEHUMU
macwtaba MHGOPMaLNOHHOM CUCTEMbI UNK 3HAYMMOCTM 0bpabaTbiBaemoin B Helt HPopMaUuK.

Pe3ynbTaTbl KnaccupuKkaumm HGoOpPMaLNOHHOM cUCTEMbI 0GOPMAAIOTCA aKTOM KnaccupuKauuu.

14.3. Yrpo3bl 6e3onacHOCTU MHPOPMALLMM ONPEeAENSAIOTCA MO pesybTaTaM OLEHKN BO3MOXKHOCTEN
(noTeHumMana, OCHAWEHHOCTM M MOTMBALMM) BHELWHMX W BHYTPEHHMX HapywuTesnen, aHanusa
BO3MOXHbIX YyA3BMMOCTEN MHPOPMALMOHHOM CUCTEMbI, BO3MOXHbIX CNOCOBOB peannsaumm yrpos
6e3onacHoCTM MHbOpPMALMM M NOCAEACTBUIM OT HaApyLeHMA CBOWCTB 6e30nacHOCTM MHbOopMauum
(KoHOMAEHLMANBHOCTH, LLENOCTHOCTH, AOCTYMHOCTH).

Mpu  onpegeneHnn  yrpos  6e3onacHOCTM  UHPOPMALMM  YYUTBIBAKOTCA  CTPYKTYpHO-
bYHKUMOHAIbHbIE XapPaKTEPUCTUKU WHPOPMALMOHHON CUCTEMbI, BK/OYAlOLWME CTPYKTYpPY WM COCTaB
MHPOPMALMOHHON cUCTEMDbI, PU3NYECKME, noruyveckne, OYHKUMOHANbHbIE W  TEXHOOrMYecKue
B3aMMOCBA3M MeXKAY CermeHTamMn WHPOPMALMOHHON CUCTEMDBI, C WHBIMW MHGOOPMALMOHHBIMM
cucTeEMammn U MHPOPMALMOHHO-TENEKOMMYHUKALLMOHHBIMU CETAMMU, PeXUMbI 06paboTKM MHbOpMaL MK
B MHOOPMALMOHHOM CUCTEME W B ee OTAEe/IbHbIX CErMEeHTax, a TaKXKe WHble XapaKTepPUCTUKK
MHPOPMALMOHHON CUCTEMDbI, MPUMEHsAeMble UHOOPMALMOHHbIE TEXHONOTMU U 0COBEeHHOCTM ee
bYHKUMOHMPOBAHMA.

Mo pesynbTaTam onpeaeneHns yrpo3 6esonacHocTM WHboOpMauuM npu  HeobxogMmocTu
pa3pabaTbiBaloTCA PEKOMEHAALMU NO KOPPEKTUPOBKE CTPYKTYPHO-PYHKLMOHANbHbBIX XapaKTepPUCTUK
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MHPOPMALMOHHON CUCTEMbI, HanpaB/ieHHble Ha ONOKMpPOBaHWE (HEMTPANM3auUMIO) OTAENbHbBIX Yrpo3
6e30nNacHOCTM MHPOPMALUU.

Mogenb yrpo3 6esonacHocT MHPOPMALMKM AOMKHA comepKaTb OonvMcaHue WHPOPMALMOHHOWM
CUCTEMbI U ee CTPYKTYPHO-OYHKLMOHA/bHbBIX XapaKTEPUCTMK, a TaKKe onucaHue yrpos 6esonacHocTu
MHPOPMALMK, BKAOYAKOLLEE OMUCAHWE BO3MOMKHOCTEN Hapywuteneir (Mmoaenb Hapywwutens),
BO3MOXHbIX YA3BMMOCTEN WMHPOPMALMOHHOM CUCTEMbI, CNOCOBOB peannsaummn yrpo3 6e30nacHoCTu
MHPOPMALUK U NOCNEACTBUA OT HAPYLUEHMA CBOMCTB 6€30MacHOCTM MHGOPMALUU.

[na onpepeneHuns yrpos 6e3onacHoOcTM MHGoOpMaLmmn U pa3paboTkn moaenu yrpo3 6e3onacHocTm
MHOOPMALUN MPUMEHAIOTCA METOAMYECKME AOKYMEHTbl, pa3paboTaHHble U yTBepKaeHHble PCTIK
Poccun B cooTtBeTcTBMM € noanyHKTom 4 nyHKkTa 8 [lonoxeHua o PepgepanbHoit cnyxkbe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAIO, YTBEP!KAEHHOro Ykasom [pesugeHTa Poccuiickon
depepaumn ot 16 asrycra 2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickon ®eaepaumn, 2004,
N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHuA K cucteme 3aWwmTbl MHGOPMALMK MHOOPMALMOHHOM CUCTEMbI ONpPeaEenstoTcs B
3aBUCMMOCTM OT Kjaacca 3alUWEHHOCTM WHPOPMALMOHHON cuUcTeMbl M yrpo3 6He3onacHocTU
MHGOPMALLUK, BKKOYEHHDbIX B MOAENb Yrpo3 6e3onacHoCcTM MHOopMaLuu.

TpeboBaHMAa K cucteme 3awmTbl MHOOPMAUMM MHPOPMALMOHHON CUCTEMbI BKAKOYAIOTCA B
TEeXHMYECKoe 3aJaHue Ha co3gaHne MHPOPMALMOHHOWM CUCTEMbI U (MIM) TEXHMYECKOE 3afaHue (Y4acTHoe
TEXHMYECKOE 33aZaHME) Ha COo34aHMe CUCTEMbI 3alLMTbl MHPOPMALMM MHPOPMALMOHHOMN CUCTEMDI,
pa3pabaTbiBaemble ¢ ydetom FOCT 34.602, TOCT P 51583 n IOCT P 51624, n AonXHbl B TOM 4ucie
copepKaTb:

uenb 1 3aga4m obecneveHma 3aWmTbl MHPOPMaLMM B MUHPOPMALMOHHON CUCTEME;

KNacC 3aLlMLLEHHOCTU MHPOPMALLMOHHOM CUCTEMDI;

nepeyeHb HOPMATMBHbLIX MPABOBbIX aKTOB, METOAMYECKUX [OKYMEHTOB W HALMOHANbHbIX
CTaHAAPTOB, KOTOPbIM A0JI}KHA COOTBETCTBOBATb MHPOPMALLMOHHAA CUCTEMA;

nepeyeHb 06HEKTOB 3aLWUTbl MHGOPMALMOHHOM CUCTEMDBI;

TpeboBaHMA K Mepam M cpeacTBam 3awmTbl MHGOPMaLMK, NPUMEHAEMbIM B MHPOPMALLMOHHOWM
cucteme;

TpeboBaHMA K 3awmte WHbOpMauuM npu MHGOPMALMOHHOM B3aUMOALENCTBUMM C WHbIMMU
MHPOPMALMOHHBIMKU CUCTEMAaMMN U MHGOPMALMOHHO-TE/IEKOMMYHUKALNMOHHBIMW CETAMM, B TOM YMCAE C
MHGOPMALMOHHBIMW CUCTEMAMM YNOJHOMOYEHHOIO NLA, @ TaKXKe NPU NPUMEHEHUN BbIYUCINTENbHbIX
pecypcoB (MoLLHOCTeN), NpeaoCTaBAsSeMbIX YNONHOMOYEHHbIM IMLLOM A58 06paboTKn MHPopMmaLLmMu.

Mpwn onpepeneHun TpeboBaHU K cucTemMe 3awWmTbl MHGOPMALUM MHPOPMALLMOHHOM CUCTEMDI
YYUTBIBAOTCA MOJIOXKEHUA MOAUTUK obecnevyeHnss UHPoOpMaUUOHHOM 6esonacHocTn obsiagaTens
nHpopmaummn (3aKasumka) B cnyvae ux paspabotkm no FOCT P UCO/M3K 27001 "UHdopmaumoHHas
TexHosorna. MeTtogbl W cpeactBa  obecneyeHua  6e3onacHOCTU. CUCTEMbl  MeEHEAKMEHTA
MHbOpPMaUMOHHOM b6e3sonacHocTU. TpeboBaHMA", a TakKe NOAUTUK obecrnevyeHMAa MHPOPMALMOHHOM
6e30MacHOCTM onepatopa M YNOJHOMOYEHHOro /MUA B 4YacTM, He NPOTUBOpPeYallel NOAUTUKAM
obnapatena MHpopmaLmm (3aKazumKa).

Pa3paboTKa cnctembl 3aLWmnTbl MHPOPMALMU MHGOPMALLMOHHON CUCTEMDI

15. Pa3spaboTka cucTembl 3aWuTbl UHOOPMAUUM MHOOPMALMOHHOWM CUCTEMbI OpraHuM3yeTtcA
obnagatenem MHPopmMmaLMn (3aKasumKom).

PaspaboTka cuctembl 3aWnTbl MHPOPMALMM MHODOPMALMOHHOMW CUCTEMbI OCYLLECTBNAETCA B
COOTBETCTBUM C TEXHUYECKMM 3aaHMEM Ha co3gaHne MHPOPMaLMOHHON cUCTEMDBI U (UNIN) TEXHUYECKUM
3agaHvem (4acTHbIM TeXHMYECKMM 3aJaHMem) Ha Cco3f4aHMe CUCTEMbl 3aWuTbl  MHOpMauum
MHbOPMaAUMOHHOM cucTtembl ¢ ydetom [OCT 34.601 "WHbopmaumoHHas TexHonorms. Komnnekc
CTAaHOAPTOB Ha aBTOMATUM3UpPOBaHHble CUCTeMbl. ABTOMATU3NPOBaHHble cuctembl. CTaanmn cosgaHus”
(nanee - TOCT 34.601), FOCT P 51583 n TOCT P 51624 1 B TOM YnC/e BKIOYAET:

NPOEKTUPOBAHNE CUCTEMBI 3aLWMUTbI MHGOPMALUM MHOOPMALNOHHOW CUCTEMDI;

pa3paboTKy  3KCMNyaTaUMOHHOW  AOKYMEHTAUMM  Ha  CUCTeMy  3alWuTbl  MHbOpmMauuu
MHPOPMALMOHHOM CUCTEMBI;

MaKeTMpOBaHWE U TeCTUPOBaHME CUCTEMbI 3aWuUTbl MHGOPMALMU UHDOPMALMOHHON CUCTEMDI
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(npy HeobxoanmocTH).

Cuctema 3awmtbl MHOGOpMaLMM MHOOPMALMOHHOM CUCTEMbI He [OMXKHA NpPenAaTCTBOBATb
OOCTUNKEHUIO Uenei co3gaHna MHGOPMaLMOHHOM cncTeMbl U ee GYHKUMOHUPOBAHMUIO.

Mpu pa3paboTke cuctembl 3aWwmTbl MHGOPMaLMU MHHOPMALIMOHHOM CUCTEMbI YYUTLIBAETCA €e
MHPOPMALMOHHOE B3aMMoAeNCTBME C MHBIMU MHOPOPMALMOHHBIMU CUCTEMaMW U MHPOPMALMOHHO-
TENEKOMMYHUKAUNOHHbIMU CETAMM, B TOM YnUCe C UHPOPMALMOHHBIMU CUCTEMAMM YITONHOMOYEHHOTO
MU, a TaKXe NPUMEHEHWEe BbIYUCAUTE/IbHbIX PEecypcoB  (MOLWHOCTEN), NpPeAoCcTaBAAEMbIX
YNONHOMOYEHHbIM NLOM A5 06paboTKM MHbOpMaLUu.

15.1. Mpu NPOEKTUPOBAHUUN CUCTEMbI 3aLLMTbI MHPOPMaLMN MHOOPMALMOHHOM CUCTEMBI:

onpegenatoTcs TUnbl cybbeKkToB AocTyna (Nosib3oBaTenu, NPOLECChl U UHble CyObeKTbl A0CTyNa) U
06bEeKTOB A0CTyrna, ABAAKWMXCA O0bbeKkTamu 3almTbl (YCTpOMCTBa, 0O6beKTbl ¢aliloBOM CUCTEMBbI,
3anyckaemble U WUCMOJIHAEMblE MOAY/M, OOBbEKTbl CUCTeMbl ynpasieHus 6asamu AaHHbIX, 0ObeKTbI,
co34aBaemble NPUKAALHbIM NPOrpaMMHbIM obecneyeHmem, MHble 06BEKTbI 40CTYNA);

onpeaenstoTca MeToAbl YNpaB/ieHUs AOCTYNOM (OUCKPEUMOHHbIM, MaHAaTHbIA, PONEBON Wau
WHble MeTofbl), TUNbl AOCTyNa (YTEHME, 3anucb, BbINOJSIHEHUE WM MHble TUMblI AOCTyNa) M npasuia
pasrpaHWYeHns p[ocTyna Ccyb6bekToB [0CTyna K ob6bekTam focTyna (Ha OCHOBE CMWMCKOB, METOK
6e30MacHOCTH, ponen 1 UHbIX NPaBua), Nogneskalliue peanmsaunm B UHGOPMaLMOHHOM CUCTEME;

BblbMpaloTcA Mepbl 3alnTbl MHGOPMaLMK, Nogjexalme peanusaumMm B CUCTEME 3aLUUTbI
nHpopmaunm MHGOPMALMOHHOM CUCTEMDI;

onpeaensitoTca BUAbI M TUMbl CPEACTB 3alMTbl MHPOPMaUUKM, obecrneuymBalolmMe pPeanmsaumio
TEXHUYECKMX Mep 3amTbl MHGOPMaLMK;

onpeaenseTcs CTPYKTypa CUCTEMbI 3alnUTbl UHPOPMALUN MHOPMALMOHHON CUCTEMDI, BK/IOYAsA
cocTaB (KOIMYECTBO) U MEeCTa Pa3MeLLEHUS ee 3/IEMEHTOB;

oCyLLecTBAAETCA BblOOp cpeacTs 3awmTbl MHGOPMaLMK, CePTUPULMPOBAHHBIX Ha COOTBETCTBME
TpeboBaHMAM no 6e30MacHOCTM WMHPOPMALMKM, C YY4ETOM WX CTOMMOCTW, COBMECTMMOCTU C
MHPOPMALMOHHBIMU TEXHONOTUAMM U TEXHUYECKMMU CcpeacTBamu, OYyHKUMIA 6e30MacHOCTU  3TUX
cpeacT8 U 0COBEHHOCTEN UX peannsalmm, a TakxKe KNacca 3almweHHOCTU MHGOPMaLMOHHOM CUCTEMBI;

onpegenstoTcs napameTpbl HAaCTPOMKM MPOrpaMMHOro obecneyeHus, BKAOYAA MNpPOrpaMmHoe
obecneyeHne cpeacTs  3awmTtbl  UMHoOpmauuuM, obecneuyMBalowmMe peannsaumio  mMep  3aluUTbl
MHOOPMAUMKM, a TaKKe YCTpaHeHWe BO3MOMKHbIX YA3BMMOCTEM WHOOPMALMOHHOMW CUCTEMBI,
NPUBOAALLNX K BOSHUKHOBEHMUIO yrpo3 6e3onacHocTM MHopmauum;

onpegenstoTcs mepbl 3aWnTbl MHPopmaLmm nNpu MHPOPMaLMOHHOM B3aMMOAENCTBUN C UHBIMU
MHPOPMALMOHHBIMKU cUCTEMaMM Y MHOOPMALMOHHO-TEIEKOMMYHUKALMOHHbIMU CETAMMW, B TOM YMCae C
MHPOPMALMOHHBIMU CUCTEMAMM YMOJIHOMOYEHHOTO INLA, A TAKKe NPU NPUMEHEHUWN BbIMUCNTENbHBIX
pecypcoB (MoLLHOCTe), NpeaoCcTaBASeMbIX YNONHOMOYEHHbIM NMLLOM AN 06paboTKN MHPOpMaLUN.

Pe3synbTaTbl NPOEKTUPOBAHWUA CUCTEMbI 3alMTbl MHPOPMAUMM MHOOPMALMOHHOW CUCTEMDI
OTPaXKaloTCA B MPOEKTHOM AOKYMEHTauuKu (3CKM3HOM (TeXHMYecKom) npoekTe U (Maun) B pabouei
OOKYMeHTauumn) Ha MHPOPMALMOHHYIO CUCTEMY (cMCTemMy 3awuTbl MHGOPMAUUN WMHPOPMALNOHHOWN
cucTembl), paspabatbiBaembix ¢ yyetom [OCT 34.201 "MHpopmauMOHHaa TexHonorua. Komnnekc
CTAaHOAPTOB HA aBTOMATU3MPOBAHHbIE CUCTEMbI. Buapbl, KOMMIEKTHOCTb U 0H6O3HAYEHUE OOKYMEHTOB
npu co3gaHuMmM aBTOMaTU3MPOBaHHbIX cuctem" (aanee - FOCT 34.201).

MpoeKTHas [OKYMeHTauMa Ha MHOOPMALMOHHYIO cuUcTeMy W (MAIKM) ee CUCTeMY 3aLUUTbI
MHPOPMALMKN NoAsieKaT COrNacoBaHMIO C ONepPaTopom UHPOPMALMOHHON CUCTEMBI B Cly4ae, ecin OH
onpeaeneH TaKOBbIM B COOTBETCTBMM C 3aKOHOZaTeNbCTBOM Poccuitickon Pepepaumm K MOMEHTY
OKOHYAHUA NPOEKTUPOBAHUA CUCTEMbI 3aWUTbl UHOOPMALUM MHOPOPMALMOHHON CUCTEMBI WU He
ABNAETCA 3aKa34YMKOM AAaHHOM MHPOPMALMOHHON CUCTEMDI.

Mpu OTCYTCTBUM HEOBXOAMMBIX CPeACTB 3aWmTbl UHPOPMAUMKM, CEPTUPUUMPOBAHHBIX Ha
COOTBETCTBME TpeboBaHMAM Mo 6e30macHOCTM MHbOPMaLMKM, opraHusyeTcs paspaboTka (aopaboTka)
CpeAcTB 3awWwuTbl MHGOPMaLMK U UX cepTUdMKaLMA B COOTBETCTBUM C 3aKOHOAATENLCTBOM Poccuiickoit
denepaumm AN NPOU3BOAMUTCA KOPPEKTUPOBKA NPOEKTHbLIX PeLleHNn N0 MHGOPMALMOHHOMN cucTeme U
(nnn) ee cucteme 3awmTbl MHGOPMALMU C Y4ETOM QYHKLMOHANbHBIX BO3MOMXHOCTEN WMMELLMXCA
cepTMOULMPOBAHHBIX CPEACTB 3aLLUTbl UHOPMaLUW.

15.2. Pa3paboTka 3KcnayaTaUMOHHOM [AOKYMEHTaUuM Ha CcucTeMy 3awmTtbl  MHpopmauum
MHOOPMALMOHHOM CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBMM C TEXHMYECKMM 3aJaHMEM Ha CO3haHue
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MHPOPMALMOHHON CUCTEMBI U (MIU) TEXHUYECKMM 3aZaHMEM (YacCTHbIM TEXHMYECKMM 33JaHueMm) Ha
CO34aHue cucTembl 3aLLmTbl MHPopMaL MM MHPOPMALMOHHON CUCTEMDI.

3KcnyaTauMOHHaA AOKYMEHTAUMA HA CUCTEMY 3aLUNTbI MHPOPMALIMN MHPOPMALLMOHHOM CUCTEMDI
pa3spabaTbiBaerca ¢ yyetom FOCT 34.601, TOCT 34.201 mn FOCT P 51624 n ponkHa B TOM 4ucne
cofepXaTb OnucaHue:

CTPYKTYPbI CUCTEMbI 3aLUNTBI MHPOPMALMN MHPOPMALIMOHHOMN CUCTEMDBI;

COCTaBa, MeCT YCTaHOBKW, MapaMeTpoB M NOpPsLAKa HACTPOWKM CPeacTB 3amTbl MHbOPMaLUW,
NPorpammMHoro obecneyeHmna n TEXHUYECKNX CPEACTB;

npaBwWa 3KcNayaTaLMm CMCTEMbI 3aLWMTbl MHOOPMALUMU MHOOPMALMOHHOM CUCTEMDI.

15.3. Mpn mMaKeTMPOBaHUN U TECTUPOBAHMUU CUCTEMbI 3aWMTbl MHGOPMAUUM MHOOPMALMOHHON
CUCTEMbI B TOM YMC/IE OCYLLECTBAAIOTCA:

nposepKa paboTocnocobHOCTM U COBMECTUMOCTU BbiGpPaHHbIX CPeacTB 3alnTbl MHGOPMaLMKM C
NHGOPMALMNOHHBIMU TEXHONOTUAMM U TEXHUYECKMMM CPeaCcTBaMU;

npoBepKa BbINOJIHEHMA BblIOPaHHBIMKU CpeacTBaMM 3aWmMTbl MHGOPMaLMK TpeboBaHUI K cucTeme
3awmTbl MHGOPMaLMU MHHOPMALMOHHON CUCTEMDI;

KOPpPEeKTUPOBKa NPOEKTHbIX pelleHnin, pa3paboTaHHbIX NpU co34aHUN MHPOPMALLMOHHOMN CUCTEMDI
n (Mnn) cuctemsl 3aLWMTbl MHPOPMALUN MHGOPMALMOHHOM CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHOMW W 3IKCNAYAaTAUMOHHOMW LOKYMEHTaUMW HA CUCTEMY  3aLumThbl
nHpopmaunm MHPOPMALMOHHOM CUCTEMDI.

MakeTupoBaHue cuctemMbl 3aLLnTbl MHGOPMALUM MHPOPMALLMOHHOM CUCTEMDBI U ee TeCTUPOBaHME
MOXeT MNpoBOAUTBCA B TOM YMCAE C WCMNOAb30BaHMEM CPeACcTB M METOA0B MOAEeNMPOBaHMA
MHOOPMALLMOHHDBIX CUCTEM N TEXHONOMMI BUPTYanm3aumum.

BHeapeHWe cucTembl 3aLnTbl MHGOPMaLMKU MHPOPMALMOHHOM CUCTEMDI

16. BHeapeHMe cucTeMbl 3aWMTbl UHGOPMALUK WMHPOPMALMOHHOW CUCTEMbI OpPraHWU3yeTcs
obnagatenem nHbopmaumnm (3akasumkom).

BHegpeHMe cucTeMbl 3aWnTbl MHOOPMALMU UMHGPOPMALMOHHOW CUCTEMbI OCYLLECTBAAETCA B
COOTBETCTBUM C MPOEKTHOW U IKCMYaTaUMOHHOW AOKYMEHTAUMel Ha cucTemy 3awutbl MHGOpMaLmm
MHPOPMALMOHHOM CUCTEMbBI U B TOM YMCNE BKIKOYAET:

YCTaHOBKY M HAaCTPOMKY CPeACTB 3awuTbl MHGOPMaLMK B UHPOPMALLMOHHON CUCTEME;

pa3paboTKy AOKYMEHTOB, onpeaenslowmnx npasuaa U npoueaypbl, peaansyembie onepaTopom
ans obecnevyeHus 3almTbl HGOPMaLUuKM B MHGOPMALMOHHON CUCTEME B XOZle ee aKCnayaTauuu (ganee
- OpraHM3aLMOHHO-pacnopagmTebHble OKYMEHTbI MO 3almTe MHGOpMaLmm);

BHeApEeHWNE OPraHN3aUMOHHbIX Mep 3aWwuTbl MHGOPMaLMK;

npeaBapuTe/bHble UCMbITAHUA CUCTEMbI 3aLWMUTbl MHPOPMALLUKU MHGOPMALMOHHOM CUCTEMDBI;

OMbITHYIO 3KCMyaTaLMIO CUCTEMBI 3aLLUTbI MHGOPMaUUKN MHPOPMALLMOHHOM CUCTEMDI;

aHann3 ya3BUMOCTEN MHPOPMALNOHHON CUCTEMBI U MPUHATME MeP 3aWmUTbl MHPOPMALMM MO UX
YCTPaHEHWIO;

NPUEMOYHbIE UCMbITAHWUA CUCTEMbI 3aWMUTbl MHPOPMALLMM MHGOPMALMOHHOM CUCTEMBI.

K BHegpeHWIo CcUCTEMbl 3alnTbl UHPOPMAUUM MHOOPMALMOHHOM CUCTEMbI MpPUBEKAETCA
onepaTtop WMHOGOPMAUMOHHON CUCTEMbI B C/y4yae, €ciM OH onpeneneH TaKoBbiIM B COOTBETCTBUM C
3aKoHoaaTenbcTBOM Poccuinickon Penepaumm K MOMEHTY BHEAPEHWUS CUCTEMBbI 3aWMTbl MHGOPMaLMK
MHPOPMALMOHHON CUCTEMbI U HE ABAAETCA 3aKa34YMKOM AaHHON MHPOPMALMOHHOW CUCTEMDI.

16.1. YcTtaHOBKa W HACTpOWMKa cpeactB 3almTbl UHPopMauMM B MHOOPMALMOHHON cucTeme
AOJ/IKHA NPOBOAMUTLCA B COOTBETCTBMM C IKCMYATAUMOHHOW [OKYMEHTaLMeN Ha CUCTEMY 3aLUUTbI
MHPopMaLNN MHOOPMALMOHHOM CUCTEMBI U AOKYMEHTAUMEN HA CPEACTBA 3aLUUTbl MHOOPMaLUUK.

16.2. PaspabaTbiBaemble OpraHM3aLMOHHO-PacnopAAMTE/bHbIE  AOKYMEHTbl MO  3awuTe
MHPOPMALLMK [ONMKHbBI ONpesenaTb NpaBuaa 1 Npoueaypsl:

ynpasneHua (aAMUHUCTPUPOBAHMS) CUCTEMOM 3aLLNTbI MHDOPMALMN MHPOPMALIMOHHOM CUCTEMBI;

BbIABNEHNA UHUMAEHTOB (0AHOro cO6bITUA MAKM Tpynnbl COObITUI), KOTOPble MOTMYT MPUBECTU K
c60AM MM HapyweHUto GYHKLMOHUPOBAHUA MHPOPMALMOHHON cUCTEMbI U (MNM) K BOSHUKHOBEHMUIO
yrpos 6esonacHoCcT1 MHGopMaLmn (ganee - UHUMAEHTbI), U pearnpoBaHUA Ha HUX;

ynpaBieHMa KoHourypaumen atrecToBaHHOM MHOOPMALMOHHOM CUCTEMbI U CUCTEMbI 3aLMUTbI
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nHpopmaunm MHPOPMALMOHHOM CUCTEMDI;

KOHTpONs  (MOHWUTOPWMHra) 3a obecneyeHMeM  YPOBHA  3aLMLLEHHOCTM  MHPOpMaALUH,
coaepKauwenca 8 UHPOPMALMOHHOM CUCTEME;

3awmnTbl MHGOPMaUUM NpU BbiBOAE M3 3KCMyaTauMnm MHPOPMALMOHHOM CUCTEMbI WUAW Mocse
NPUHATUA pelleHna 06 OKOHYaHUM 06PaBbOTKU MHOPMaLMK.

16.3. Mpw BHeApPEHUM OPraHN3aLMOHHbIX Mep 3awunTbl UHGOPMALUM OCYLLECTBAAIOTCA:

peanusauma NpaBun pPasrpaHUYeHna AO0CTyna, pernaMeHTUPYWMX NpaBa AOCTyna CyObeKToB
JocTyna K obbeKkTam AO0CTyna, W BBEAEHWE OrpaHWYeHW Ha OeNcTBMA NONb30BaTeNei, a TaKke Ha
M3MEHEHMEe YCNOBUIN IKCNAyaTaLMKM, COCTaBa U KOHOUTYpaLMM TEXHUYECKUX CPEACTB U NPOrPaMMHOro
obecneyeHus;

npoBepKka MOMHOTblI M  AeTa/lbHOCTU OMUCAHUA B  OPraHW3aLMOHHO-PaACNoOPAAUTENbHbIX
OOKYMEeHTax no  3awute uMHPopmaumm  OeWCTBMIA  nosb3oBaTenem U agMWHUCTPATOPOB
MHPOPMALMOHHOM CUCTEMBI NO PeaIN3aLLMN OPraHM3aLNOHHbIX Mep 3aLWnTbl MHPOopMaLMK;

0TpaboTKa AENCTBUIA A0NKHOCTHbIX UL, U NoApPa3AeeHniA, OTBETCTBEHHbIX 33 peasin3aunio mep
3aWmTbl UHGOPMALMUMN.

16.4. MNpepBapuTenbHble UCMbITAHUA CUCTEMbI 3aWMTbl UHOOPMALUN MHPOPMALIMOHHOM CUCTEMDI
nposogatca ¢ ydetom [OCT 34.603 "MHbopmaumoHHasa TexHonorma. Bugbl  McnbITaHWi
aBTOMaTM3MpPOBaHHbIX cuctem" (aanee - TOCT 34.603) u BKAtOYAlOT MpPOBEpPKY pPaboTocnocobHOCTU
cMCTeMbl  3aWmTbl MHPopMaumMm MHOOPMALMOHHOM CUCTEMBI, a TaKKe TMPUHATUE pelleHna o
BO3MOXHOCTM ONbITHOM 3KCNAyaTaUymM CUCTEMbI 3aLUTbl UHGOPMALMKN MHPOPMALIMOHHOM CUCTEMBI.

16.5. OnblTHaA 3KcnayaTauma cUCTembl 3aWuTbl MHPOPMaLMM MHPOPMALMOHHOM CUCTEMDI
nposoantca ¢ ydyetom FOCT 34.603 m BKAOYaeT NPoOBepPKY OGYHKUMOHMPOBAHWUSA CUCTEMbI 3aLUMUTbI
MHbOpMaLUN MHGOPMALLMOHHOM CUCTEMBI, B TOM YMUCAE PEANIN30BAHHbIX Mep 3aWwunTbl MHGOpMauuK, a
TaK»Ke roTOBHOCTb N0J/Ib30BaTeNEN U aAMUHUCTPATOPOB K SKCNAyaTaLumM CUCTEMBbI 3aLMTbl MHPOpMaLmMm
MHPOPMALNOHHOM CUCTEMDBI.

16.6. AHanu3 yaA3BUMOCTEN WHPOPMALMOHHOM CUCTEMBI MPOBOAUTCA B LENAX OLLEHKM
BO3MOXHOCTM NPEOSO0NEHUA HAPYLLUUTENEM CUCTEMBI 3aLLUTbI MHPOPMaLMN MHPOPMALIMOHHOM CUCTEMDI
W NpeaoTBpaLLEeHNA peanm3aumm yrpos 6e3onacHocTn MHGopmauuu.

AHanus yAsBumocTe MHPOPMALMOHHOW CUCTEMBI BKAOYAET aHa/N3 YA3BUMOCTEN CpeacTs
3aWMTbl MHOOPMALMKM, TEXHUYECKUX CpeacTB M nporpammHoro obecneyeHus WHGOPMALMOHHOM
CUCTEMDI.

Mpn aHanuMse ysa3BUMOCTEN WMHPOPMALMOHHOM CUCTEMbI MPOBEPSIETCA OTCYTCTBME W3BECTHbIX
YA3BMMOCTEN CPeACTB 3alunTbl MHPOPMaLMU, TEXHUYECKUX CPEACTB U NporpammHoro obecneyeHus, B
TOM 4ucne ¢ yd4eTom WHOOPMAULUM, MMeloLenca Yy pa3paboTyMKOB WM MNOJYYEHHOW W3 APYrKX
06LWwen0CTYNHbIX UCTOYHUKOB, MPABU/IBHOCTb YCTAHOBKM M HACTPOMKKU CPeacTB 3alimTbl MHPOpMaLMK,
TEXHUYECKMX CPEACTB M NPOrpamMmMHOro obecrnevyeHms, a TakKe KOPPEeKTHOCTb paboTbl CpeacTB 3aLUUTDI
MHOOPMALLUKM NPU NX B3AaUMOLENCTBMMU C TEXHUYECKMMM CPEACTBAMMN M MPOrpPaMMHbIM obecneyeHnem.

B cnyyae BbiABAEHMA yA3BUMOCTEN MHOOPMALMOHHON CUCTEMbI, NPUBOAALLMX K BO3HUKHOBEHMIO
OONONHUTENbHBIX yrpo3 6e3onacHOCTM  WMHPOPMaLUKM, NPOBOAUTCA YTOYHEHME MOLENU Yrpo3
6e3onacHOCTM MHbOPMAUUKM U NPU HEOBXOAMMOCTU NMPUHMMAKOTCA AOMOJHUTE/IbHblE MEpPbl 3aluTbl
MHOOPMALMKM, HaMNpaBieHHble HA YCTPAHEHWE BbIABAEHHbIX YA3BMMOCTEM WAW UCKAOYatOWme
BO3MOXHOCTb MCMO/1Ib30BAaHWNA HapyLLIMTENEM BbIABAEHHbIX YA3BUMOCTEN.

16.7. MNpuemoyHble WCMbITaHUA CUCTEMBI 3aWMTbl MHPOPMaLMM WHOOPMALMOHHOM CUCTEMDI
nposoasTca c yuetom FOCT 34.603 1 BKAOYAKOT NPOBEPKY BbINONHEHMA TPebOBaHMI K CUCTEME 3aLUUTHI
nHbopmaunun MHGOPMALMOHHOMN CUCTEMbI B COOTBETCTBUM C TEXHUYECKMM 3aJaHMEM Ha CO3JaHue
MHPOPMALMOHHON CUCTEMBI M (MU) TEXHUYECKMM 3afaHMEM (YacTHbIM TEXHMYECKMM 33JaHueMm) Ha
CO34aHue cucTembl 3aLWmTbl MHPopMaL MM MHPOPMALMOHHON CUCTEMDI.

ATTecTauma MHPOPMaLMOHHOM CUCTEMbI U BBOJ, €€ B AeicTeume

17. Atrectaums MHOOPMAUMOHHOM CUCTEMbI OpraHusyetca obnagatenem WHPopmaLmm
(3aKasumKom) UK onepaTopom U BKAOYAET NPOBEAEHUE KOMMNIEKCA OPraHM3aLNOHHbIX U TEXHUYECKMX
MepPONPUATUIA (aTTECTALMOHHBIX UCMbITaHUIA), B pe3y/ibTaTe KOTOPbIX NMOATBEPKAAETCA COOTBETCTBUE
cMCcTeMbI 3aLLMUTbl UHPOPMALUU MHPOPMALMOHHOM CUCTEMbI HACTOAWMM TpeboBaHUAM.
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17.1. B KayecTBe UCXOAHbIX AaHHbIX, HEOOXOANMbIX A5 AaTTeCTaunmn MHGOPMALMOHHON CUCTEMDI,
MCNoNb3ylTCA MoAenb yrpo3 H6esonacHoOCcTM MHPOPMaLMK, aKT Knaccudukaumm MHPOPMaLMOHHOM
CUCTEMbI, TEXHMYECKOE 3aZaHWe Ha co3gaHne MHOOPMALMOHHOM cucTembl M (MAKM) TeXHUYecKoe
3aflaHMe (4aCcTHOe TexHMYeckoe 3afaHMe) Ha Co3JaHMe CUCTeMbl  3awuTbl  MHOpMaLMu
MHOOPMALNOHHOM CUCTEMBI, MPOEKTHAA W 3KCMNyaTauMOHHAA AOKYMEHTaUMA Ha CUCTEMY 3alimThbl
nHbopmaunun MHOGOPMALMOHHOM CUCTEMBI, OPraHM3aUMOHHO-pacnopAgUTe/IbHbIE LOKYMEHTbI MO
3awmTe MHPOpMaUMK, pesynbTaTbl aHanu3a ya3BUMOCTEN WUHOOPMALMOHHOM CUCTEMBI, MaTepuanbl
npeABapuUTEsIbHbIX M NPUEMOYHBIX WCAbITAHUA CUCTEMbI 3almTbl MHGOpPMaLMM MHOOPMALMOHHOM
CMUCTEMDBI, @ TaKXKe WHble [OOKYMEHTbl, pa3pabaTbiBaemble B COOTBETCTBMM C  HACTOALLMMMU
TpeboBaHuaAMMU.

17.2. Atrtectauma MHOOPMALMOHHOM CUCTEMbI MPOBOAUTCA B COOTBETCTBMM C MPOrpamMmon
MeTOAMKaMM aTTeCTalMOHHbIX UCMbITAHUI A0 Havyana 0b6paboTkM MHbOpMaLMK, NOANENKaLLEN 3almTe B
MHPOPMALMOHHOM cucteme. s npoBeseHMA aTTecTaumMm MHOOPMALMOHHOM CUCTEMbI NMPUMEHALOTCA
HALMOHA/IbHbIE CTAHAAPTbI, @ TaKXKe MeToAMYEeCKMe AOKYMEHTbI, pa3paboTaHHble M yTBEPXKAEHHbIE
®CT3K Poccum B COOTBETCTBUM € NoAnyHKTOM 4 nyHkTa 8 lMonoxeHus o depepancHoi cnybe no
TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOAIO, YTBEPXKAEHHOro Ykaszom [pesungeHta Poccuiickon
®epepaumm ot 16 asrycta 2004 r. N 1085.

Mo pesynbTaTaM aTTECTALUMOHHBIX MWCNbITaHWI OPOPMAAIOTCA NPOTOKOJ/bI  aTTECTALMOHHbIX
MCMNbITaHWW, 3aKAOYEeHME O COOTBETCTBUM UHPOPMALMOHHON cucTembl TpeboBaHMAM O 3awute
MHOOPMALMM W aTTecTaT COOTBETCTBMA B C/yvae MONOMKMUTE/NbHbIX pPe3y/sbTaToB aTTeCTALUOHHbIX
UCNbITaHWNA.

17.3. [Oonyckaetca aTrectauMa MHPOPMALMOHHON CUCTEMbI HA OCHOBE pPe3y/abTaToB
aTTeCTaLMOHHbIX  WCMbITAaHWIA  BblAeNeHHOro Habopa CcermMeHToB WHGOPMALMOHHON  CUCTEMBI,
peanm3yoLnX NOHYI0 TEXHONOMMI0 06paboTKM MHPopMaLMK.

B aTom cnyyae pacnpocTpaHeHuMe aTTectaTta COOTBETCTBMA Ha Apyrne cermeHTbl MHPOPMaLMOHHOMN
CUCTEMbI OCYLLECTBAAETCA MPU YCAOBUM WX COOTBETCTBMA CermeHTam WMHPOPMALMOHHOM CUCTEMBI,
npoweawnm aTTecTalMoHHbIE UCNbITAaHUA.

CermeHT cuyMTaeTcA COOTBETCTBYHOLIMM CErMEHTY WHPOPMALMOHHON CUCTEMbI, B OTHOLUEHUU
KOTOpOro 6bln NpoBeAeHbl aTTeCTALMOHHbIE UCMBITAHWUA, €CU ANA YKa3aHHbIX CErMEHTOB YCTaHOB/EHbI
OAMHAKOBbIE KMacChbl 3aWMLLEHHOCTH, YrPO3bl 6@30NacHOCTM MHPOPMALLMK, peann3oBaHbl OAMHAKOBbIE
NPOEKTHble pelleHMa Mo MHGOPMALMOHHOM CUCTEME U ee cUCTeMe 3aLwuTbl HopMaUun.

CooTBeTcTBME CermMeHTa, Ha KOTOpPbIM pPacnpoCTpPaHAEeTcs aTTecTaT COOTBETCTBUA, CErMmeHTy
MHOOPMALMOHHOM CUCTEMBI, B OTHOLIEHUN KOTOPOro Obliv NpoBeAeHbl aTTeCTALMOHHbIE UCMbITAHMS,
NnoaTBEP)KAAETCA B XOAE MPUEMOYHBLIX MCMbITAaHUA WHOOPMALMOHHOM CUCTEMBI WMAW CErMEHTOB
MHPOPMALMOHHOM CUCTEMDBI.

B cermeHTax MHPOPMALIMOHHOM CUCTEMbI, HA KOTOPbIE PAcNpPOCTPAHAETCA aTTecTaT COOTBETCTBMA,
onepatopom obecneuynBaetca cobAOAEHME IKCMAYATAUMOHHOW AOKYMEHTAUMM HA CUCTEMY 3aLUMUThI
nHbopmaununm MHOOPMALMOHHOMN CUCTEMBI U OPraHM3aLMOHHO-PACNOPAAUTENBHbBIX AOKYMEHTOB MO
3awmTe MHGopMaLumm.

OcobeHHoOCTM aTTecTaumm MHPOPMALMOHHON CUCTEMbI HA OCHOBE PEe3y/abTaTOB aTTeCTaLMOHHbIX
MCMNbITaHUN BblAeNeHHOro Habopa ee CermMeHTOB, a TaKXXe YCA0BMA M MOPAAOK pPacnpocTpaHeHuA
aTTecTaTa COOTBETCTBUA Ha Apyrue cermeHTbl MHPOPMaLMOHHON CUCTEMBbI ONPeAENAIOTCA B Nporpamme
N MEeTOAMKax aTTeCTaLMOHHbIX UCNbITAHWUI, 3aKN0YEHUN N aTTecTaTe COOTBETCTBUA.

17.4. NoBToOpHaA aTtrectauma UHOOPMALNOHHOW CUCTEMbI OCYLLECTBAAETCA B C/ly4ae OKOHYaHUA
CPOKa OEeWNcTBMA aTTecTaTa COOTBETCTBMA MM MNOBbIWEHMA KNacca 3aWMWEeHHOCTU MHPOPMALMOHHOM
cuctembl. Mpu yBeAMYEHUN cocTaBa yrpo3 6e30nacHOCTM MHGOPMALUKU UAN U3MEHEHUA MPOEKTHbIX
pelweHnin, peann3oBaHHbIX MPU CO34aHUN CUCTEMBI 3alWnUTbl MHPOPMaLMM MHGOPMALNOHHOM CUCTEMDI,
NPOBOAATCA [OMONHUTE/IbHbIE aTTeCTAUMOHHbIE MWCMbITaHWMA B PaMKax [AeWCTBYHOLLEro aTtTectaTa
COOTBETCTBMA.

17.5. Beoag, B pgeicteue WMHPOPMALMOHHOW CUCTEMbI OCYLLECTBAAETCA B COOTBETCTBUM C
3aKoHoaaTenbcTBom Poccuiickont Pepepauyn 06 MHOOPMaUUK, MHOOPMALMOHHbBIX TEXHOOTUAX U O
3awmTe nHpopmaumm 1 c yyetom FOCT 34.601 n npy HaANYMK aTTecTaTa COOTBETCTBUA.

ObecneyeHmne 3aWmTbl MHGOPMALMU B XOAE IKCMIyaTaLmum


consultantplus://offline/ref=7545F0E7BA3B44524D5D9119AC229DB51CF8297B3B52AAE4E7BADE926230E1AF16C40353CF59CC2EaFG9G
consultantplus://offline/ref=7545F0E7BA3B44524D5D9119AC229DB51CF829703F59AAE4E7BADE926230E1AF16C40353CF59CD27aFG8G
consultantplus://offline/ref=7545F0E7BA3B44524D5D8E0CA9229DB51CFC2B703950F7EEEFE3D290a6G5G

aTTecToBaHHOM MHPOPMALMOHHOM CUCTEMBI

18. ObecneyeHune 3aWmTbl MHGOPMALMM B XO4E IKCMIYaTaLMKM aTTeCTOBAHHOM MHPOPMALLMOHHOW
CUCTEMbI OCYLLECTBAAETCA ONEPATOPOM B COOTBETCTBMM C 3IKCMNYAaTaLMOHHOM [OKYMEeHTauuel Ha
cucTemMy 3alWmTbl MHPOPMALMKM U OPraHW3aLMOHHO-PACNOPAAUTENBHBIMW AOKYMEHTAMWU MO 3aliuTe
MHPOPMALMK 1 B TOM YNUCNIE BKIOYAET:

ynpasneHve (afAMUHUCTPUPOBAHME) CUCTEMOWM  3awmTbl  MHPopmaumMm  MHOOPMALMOHHOM
cUCTEMDI;

BblfiB/IEHNE MHUNAEHTOB U pearnpoBaHme Ha HUX;

ynpaBfieHue KoHburypaumen aTTecToBaHHON MHGOPMALLMOHHOM CUCTEMBI U €e CUCTEMbI 3aLLMUTbI
nHbopmaunu;

KOHTPO/Ib (MOHUTOPMHT) 32 obecneyeHneM YPOBHA 3aLMLLLEHHOCTM MHGOPMALUUKM, coaepKallenca
B UHGOPMALLMOHHOWM cUCTEME.

18.1. B xope vynpaBneHus (agMMHUCTPUPOBAHMA) CUCTEeMOM  3awmTbl  MHOpPMaLMK
MHOOPMALLMOHHOM CUCTEMBI OCYLLLECTBAAIOTCA:

3aBefleHMe MW yJaNeHWe Yy4yeTHbIX 3anucell noJsib3oBaTesield, ynpaBaeHWe MOJIHOMOUYUSAMM
nosb3sosBatenen MHOOPMALMOHHON CUCTEMbI W MOoAAEpKaHWEe MpPaBUA pasrpaHMYeHUAa [OoCTyna B
MHPOPMALLMOHHOM CUCTEME;

yrnpaB/ieHMe CpeacTBamMM 3almTbl MHPOPMALUKM B MHPOPMALMOHHOW CUCTEME, B TOM 4MUC/e
napameTpamMm HACTPOMKM NPOrpamMMHOro obecneyeHus, BKIOYasA NporpammHoe obecneyeHune cpeacTs
3aWwmTbl  MHbOpPMaLMKM, yNpaBAeHWE YYETHbIMM  3aNUCAMM  MOJIb30BaTesiell, BOCCTAHOBJ/IEHUE
paboTocnocobHOCTM CpeacTB 3aWwunTbl MHGOPMALMK, TEHEPaLMIO, CMEHY M BOCCTAHOB/IEHWE NAaponei;

YyCTaHOBKa OOHOB/IEHMI NpPOrpaMmHOro obecneyeHus, BK/OYAA NporpammHoe obecneveHue
CPeacTB 3aWmUTbl MHPOPMALLMK, BbIMYCKaeMblx paspaboTyMkamu (NpomnsBoauTensaMmm) cpeacts 3aLuuTbl
MHPOPMALUMN MU NO UX MOPYYUEHUIO;

LEHTPaAN30BaHHOE YMpPaB/JeHME CUCTEMOWM 3almTbl MHPOPMAUUN MHPOPMALMOHHOW CUCTEMDI
(npn HeobxoanmocTu);

peructpauus M aHaams cobbiTuii B MHPOPMALMOHHOM CUCTEME, CBA3AHHbIX C 3aLLUTON
nHpopmauum (ganee - cobbiTa 6e3onacHoOCTH);

uHpopmupoBaHMe nosnb3oBaTeneir 06 yrposax 6esonacHocTM UWHPoOpmauMM, O npaBunax
3KcnAlyaTauMm CUCTeMbl 3awmTbl MHPopmaumm MHPOPMALMOHHON CUCTEMBI U OTAENbHbIX CPeacTB
3aWmTbl MHGOPMALMK, a TaKKe UX 0byyYeHue;

COMPOBOXAEHME QYHKUMOHMPOBAHMA CUCTEMbI 3alWUTbl  MHbOPMaLUUKM  MHOOPMALLMOHHOM
CUCTEMbI B XOZle €€ 3KCMayaTalmu, BKAOYaA KOPPEKTUPOBKY IKCMIyaTaLMOHHOM AOKYMEHTaUUN Ha Hee
M OpraHM3auMOHHO-PACNoPAAUTENbHBIX LOKYMEHTOB NO 3aWwmuTe MHGopmaLmu;

18.2. B xoae BblABAEHMA UHLUMAEHTOB U pearmpoBaHMA Ha HUX OCYLLECTBAAIOTCA:

onpeaeneHue nL, OTBETCTBEHHbIX 33 BbIIBIEHUE MHLMAEHTOB U pearnpoBaHme Ha HUX;

ObHapyeHWe U naeHTUdPUKaLMA MHUMLEHTOB, B TOM 4YMcCae OTKa3oB B 0bCay:KuMBaHMK, cboes
(nepesarpy3ok) B paboTe TEXHWYECKUX CPEACTB, MPOrPamMMHOro obecrneyeHus U CPeacTs 3alumTbl
nHPopmauunm, HapyleHUn NpaBUN pasrpaHMyYeHMa [0CTyna, HEnpaBOMEPHbIX AencTBuit no cbopy
MHPOPMALNN, BHEAPEHUWA BPEAOHOCHbIX KOMMbIOTEPHbBIX MNPOrpamm (BMPYCOB) M MHbIX COBbITUIA,
NPUBOSALLNX K BOSHUKHOBEHUIO UHUMAEHTOB;

CcBOEBpPEMEHHOE WHPOPMMPOBAHME /WL, OTBETCTBEHHbIX 33 BbIABNEHWE WHUUAEHTOB W
pearnpoBaHue Ha HUX, O BOSHUKHOBEHUN MHLMAEHTOB B UHPOPMALMOHHOM CUCTEME MONb30BATENAMM U
aAMUHUCTPATOPaMK;

aHaAM3 MHUMAEHTOB, B TOM YMC/Ie OnNpeaeNneHne WCTOYHWKOB M NPUYMH BO3HMKHOBEHWA
WHUMAEHTOB, a TaKKe OLLeHKA UX NOCeACTBUI;

NAAHUPOBAHME U NPUHATUE MEP MO YCTPAHEHWUIO MHUUAEHTOB, B TOM YMC/Ie MO BOCCTAHOBAEHMUIO
WHPOPMALLMOHHON CUCTEMbI M ee CEermMeHTOB B C/ly4ae OTKas3a B obcayxusaHum mau nocne cboes,
YCTPaHEHWIO NOCNEACTBUIA HapyLUeHWA NPaBMA pasrpaHUYeHna AOCTYNa, HENPaBOMEPHbIX AeMNCTBUIN NO
cbopy MHPopMaLMKN, BHEAPEHWNS BPELOHOCHbIX KOMMbIOTEPHbIX NPOrpamm (BUPYCOB) M MHbIX COOLITUM,
NPMBOAALLUX K BO3SHUKHOBEHUIO UHUNAEHTOB;

NJaHNUPOBAHME N MPUHATUE MEP MO NPEeLOTBPALLEHMIO NOBTOPHOrO BOSHUKHOBEHUS MHUMAEHTOB.

18.3. B xoae ynpaBieHus KoHoMUrypaumelnr aTTecToBaHHOW WMHPOPMALIMOHHOM CUCTEMbI U ee



CUCTEMbI 3aLWUTbl MHOOPMALLMM OCYLLECTBASIOTCA:

noagepkaHne KoHdurypauum MHGOPMaUMOHHON CUCTEMBI U €e CUCTEMbI 3alUmTbl MHGOPMaLMK
(cTpYKTYypbl cUCTEMbI 3aWwmUTbl MHPOPMALMN MHOOPMALMOHHOM CUCTEMbI, COCTaBa, MECT YCTaHOBKU U
napameTpoB HACTPOMKM CPeacTB 3alumTbl MHPOPMALUKM, NPOrPaMMHOro obecnevyeHns U TEXHUYECKUX
CpeacT8) B COOTBETCTBMM C IKCMYATALUMOHHOW [AOKYMEHTaUMel Ha CUCTemMy 3almTbl MHOpmaLmu
(noppepkaHme 6asoBoit KOHoUrypaumm UHGOPMALMOHHOM CUCTEMbI W €€ CUCTEMbl 3alLMUThI
nHbopmauun);

onpefeneHue NuL, KOTOPbIM paspelleHbl AeNCcTBMA MO BHECEHUIO WM3MeHeHui B 6asoByio
KoHUrypaLmio MHPOPMALLMOHHOM CUCTEMBI U €€ CUCTEMbI 3aLLUTbI MHPOPMaLMK;

ynpaB/ieHne U3ameHeHUAMM 6a30BON KOHPUTrypaumum MHGOPMALMOHHOW CUCTEMbI U ee CUCTEMbI
3awmTbl MHPOpMauMM, B TOM YKC/e ONpenesieHMe TUMNOB BO3MOMHbIX W3MeHeHU 6asoBok
KoHbUrypaumm MHGOPMALMOHHOM CUCTEMBI U ee CUCTEMbI 3almnTbl MHPOPMALMK, CAHKLMOHUPOBaHME
BHECEHUSI U3MEHEHUI B 6a30BYI0 KOHPUTYpaunio MHGOPMALIMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLLUTbI
nHdopmauum, AOKYMEHTUPOBaAHWE AENCTBMMA MO BHECEHUID M3MeHeHUM B 6a3oBylo KoHdurypaumio
MHOOPMALLMOHHOM CUCTEMbBI U €e CUCTEMbI 3aLUTbl MHPOPMALLMK, COXPAaHEHUE AaHHbIX 06 M3MEHEHMAX
6230801 KOHOUTYpaLMn UHPOPMALMOHHON CUCTEMbI U €e CUCTEMBI 3aLUUTbl MHPOPMALMKN, KOHTPONb
OENCTBUN NO BHECEHUID U3MeHeHM B 6asoByl0 KOHOUrypaumto MHGOPMAULMOHHOW CUCTEMbI U ee
CUCTEeMbI 3aWuUTbl MHGOPMaLLUK;

aHann3 MOTEHUMANbHOro BO3AEWCTBUA MNAAHMPYEMbIX M3MEHEHW B 6a30BoM KoHdUrypauum
WHPOPMALMOHHON CUCTEMbI M ee CUCTEMbl 3aluTbl WHPOPMaUMKM Ha obecneyeHWe 3awMTbl
WHPOPMALMKN,  BO3HMKHOBEHME  AOMONHUTE/IbHbIX  yrpo3  6He3onacHoctM  MHpopmaumm U
paboTocnocobHOCTb MHPOPMALMOHHOM CUCTEMDI;

onpeaeneHve MNapamMeTpoOB HACTPOWMKM MPOrpaMmMHOro obecneyeHus, BKAKOYAA MPOrpammHoe
obecneyeHne cpencTs 3awWmMTbl MHOOPMALMM, COCTaBa M KOHPUIypaLMM TEXHUYECKMX CPEeacTs U
nporpammHoro obecrnevyeHns A0 BHECEHUA U3MEHEHMUI B Ha3oByo KOHUrypauuto MHGOPMaLMOHHOM
CUCTEMbI U €€ CUCTEMBI 3aLLUTbI UHPOPMALLUWK;

BHeceHMe MHpopmaumn (paHHbIX) 06 M3MeHeHUAX B Ha3oBOM KoHbUrypaumm MHGopmaLMOHHOM
CUCTEMbI M €ee CUCTeMbl 3aWuTbl MHOOPMALMM B 3SKCNAyaTaLMOHHYK AOKYMEHTALMIO Ha cucTemy
3alWnTbl UHPOPMaLUM MHPOPMALMOHHOWN CUCTEMBI;

NPUHATME peLleHMa Mo pesynbTaTaM YNpaBAeHUs KOHdUrypaumen O MOBTOPHOM aTTecTauunu
MHGOPMALMOHHOM CUCTEMBI MU NPOBEAEHUN AOMNONHUTEIbHBIX aTTECTALLMOHHbIX UCMbITAHUNA.

18.4. B xoge KOHTpoa (MOHMUTOPUHrA) 3a obecneyeHNem ypoBHA 3aLLULWEHHOCTU MHPOPMaLLUN,
coaepKaueinca B UHPOPMALMOHHOM CUCTEME, OCYLLLECTBASAIOTCA:

KOHTPO/Ib 3a cobbITMAMKM 6e30nacHOCTU WM AeUCTBMAMW NONb3oBaTene B MHPOPMALMOHHOM
cucTeme;

KOHTPOb (aHanM3) 3alMLeHHOCTM MHbOPMaLUK, coaepsKalleiica B UHGOPMALIMOHHOM CUCTEME;

aHanM3 W oueHKa QYHKLMOHMPOBAHMUA CUCTEMbI 3aWuUTbl MHOOPMAUMN MHPOPMALLMOHHOM
CUCTEMbI, BKAOYAA BbISBIEHWE, aHA/IN3 U YCTPaHEHWEe HefoCTATKOB B GYHKLMOHMPOBAHUM CUCTEMDI
3aWmnTbl UHPOPMaLMM MHPOPMALMOHHOMN CUCTEMDI;

nepuoauyeckmMin aHaan3 M3MeHeHua yrpo3 bHesonacHocT MHbopmMaunm B MHPOPMALMOHHOM
cUCTEME, BO3HMKAIOLWNX B XOLE ee 3KCMAyaTauuu, U NPUHATUE Mep 3aluTbl MHOPMALUKM B Ciyyae
BO3HWMKHOBEHUSA HOBbIX Yrp03 6€30MacHOCTM MHPOPMaLUK;

OOKYMEHTMPOBaAHME Mpoueayp W pesynbTaToB KOHTPOAA (MOHMTOpPWHra) 3a obecnevyeHnem
YPOBHSA 3aLWMLLEHHOCTM MHDOPMALUK, coaeprKaLlenca B MHGOPMALIMOHHOM CUCTEME;

NPUHATME peLleHMs MO pe3ynbTaTaM KOHTPoAA (MOHMUTOpPWHra) 3a obecrneyeHWem YpPOBHSA
3aMLWEHHOCT  UHbOpMauun o p[opaboTke (MoAepHU3aLMu) cUcTemMbl  3alWuTbl  MHPopmaLmu
MHPOPMALMOHHON CUCTEMBI, MOBTOPHOM aTTectaumMm MHOOPMALMOHHOM CUCTEMbI MAWU MPOBEAEHWUU
AONONIHUTENbHbIX aTTECTALMOHHbIX UCMbITAHWUN.

ObecneyeHune 3alnTbIl I/IH(I)OpMaLI,I/IVI npu BbiIBOAE M3 3KCNyaTalun
aTTeCTOBAHHOM MHd)OpMaLLMOHHOl)'I CNCTEMbI MM nocae NPUuHATUA

peleHns 06 oKOHYaHMM 06PabOTKN MHPOPMaLLUK

19. ObecneyeHne 3awWnTbl MHPOPMALMM MPU  BbIBOAE W3 IKCMJyaTauuM aTTECTOBAHHOM



MHPOPMALMOHHON CUCTEMBI UM MOCNE MPUHATUA peLleHns 06 OKOHYaHMM 06pPaboTKM MHbOpMaLMK
OCYLLECTBNAETCA OMepaTopoOM B COOTBETCTBMM C 3IKCMNYaTaUMOHHOW JAOKYMEHTAUMEA Ha cucTemy
3awmTbl  MHPopmaumm  MHPOPMALMOHHOM  CUCTEMbI WM OPraHM3aLMOHHO-PACNOPSAAUTENbHBIMU
AOKYMeHTaMu No 3awmte MHGOPMaLMK U B TOM YMC/IE BKKOYAET:

apx1MBUpoBaHMe MHPopmMaLmMn, coaepKaLenca B MHGOPMaLMOHHOMN CUCTEME;

YHUYTOXEHME (CTUpPaHWE) AaHHbIX W OCTAaTOYHOM MHOOPMALMM C MALMHHBIX HOCUTenei
MHPOPMALNN U (MNIN) YHUUTOXKEHME MALLUMHHBIX HOCUTENEe MHbOPMaLUW.

19.1. ApxuBupoBaHue uHbOpMaLMK, copepKalleinca B MHOOPMALMOHHOM cuCTeMe, AOKHO
OCYLLECTBAATLCA NPU HEOoOBXOAMMOCTU AaNbHENWEro MUCNoib3oBaHMA MHbGOPMaLMU B AeATeNbHOCTU
onepartopa.

19.2. YHMUTOKEHMe (CTMpaHMe) AaHHbIX U OCTaTOMHOM WMHGOPMALUM C MALUMHHBIX HOCUTenewn
MHbOPMALUM NPOM3BOAMUTCA MPU HeobXoaMMOCTM nepefayM MaLMHHOIO HocuTensa WHbopmauuu
APpYromy nonb3osaTento MHPOPMALMOHHOW CUCTEMbBI MAWM B CTOPOHHME OpraHM3aumMm A8 PEeMOHTa,
TEXHUYECKOTo 06CAYKMBAHUA WU Aa/IbHENLIETO YHUUTOXEHUA.

Mpw BbIBOAE M3 IKCNAYATALMM MALUMHHBIX HOCUTENEe MHPOPMALMK, Ha KOTOPbIX OCYLLECTBAANMNCH
XpaHeHWe n 0b6paboTka MHbOpPMAUMM, OCyLLeCTBAAETCA GU3MYECKOE YHUUTOMKEHME 3TUX MALUMHHbIX
HocuTenem nHbopmaunu.

[ll. TpeboBaHMA K Mepam 3aLnTbl HPOPMALIUK, COAEpPHKaLL e
B MHPOPMALMOHHOM cucTeEME

20. OpraHM3auMOHHbIE U TEXHUYECKME Mepbl 3alMTbl WHPOPMALUKM, peannsyemble B
MHPOPMALMOHHOMN CUCTEME B PAMKax €e CUCTEMbl 3aluTbl MHPOPMALMKM, B 3aBUCMMOCTM OT Yrpos
6e30nacHOCTM  UHPOPMALUKM,  UCNOAb3YEMbIX WHPOPMALMOHHBIX TEXHONOTUIN WU CTPYKTYPHO-
bYHKUMOHANbHbIX XapaKTEPUCTUK MHOOPMALMOHHOM cUCTEMBI SOIKHbI 06ecneymBaTh:

NAEHTUOUKAUMIO M ayTEHTUDMKALMIO CYOBEKTOB A0CTYNa M 06bEKTOB J0CTYNA;

ynpaB/ieHue AOCTYNom cybbekToB AOCTyMNa K 06beKTaM A0CTYNa;

orpaHuM4yeHuMe NporpaMmmHOM cpeabl;

3aLUNUTY MaLIUHHbIX HocuTenen nHdopmaumu;

perucrpauuto cobbiTnii 6esonacHocTy;

aHTUBMPYCHYIO 3aLLUTY;

obHapykeHue (NpeaoTBpalleHne) BTOPIKEHWNI;

KOHTPO/b (aHaNM3) 3aWmLLEHHOCTU MHPOPMaLLUK;

LEeNOCTHOCTb MHOOPMALMOHHOM CUCTEMbI U MHPOPMaLNK;

[OCTYNHOCTb MHOPMAUUK;

3aLUTY cpeabl BUPTyann3aLmu;

3aLUNUTY TEXHUYECKUX CPEACTB;

3aLWNUTY MHPOPMALMOHHOM CUCTEMbI, €€ CPeACTB, CUCTEM CBA3W U Nepesayn AaHHbIX.

Coctae mep 3awmTbl MHOGOPMauMn n ux 6as3oBble Habopbl A/1A COOTBETCTBYIOWMX KIACCOB
3aLMLLEHHOCTN MHPOPMALLMOHHDBIX CUCTEM NPUBEAEHDBI B NpuaokeHun N 2 K HacToswmm TpeboBaHMAM.

20.1. Mepbl N0 MAEHTUOMKAUMM M ayTeHTUdMKAuMM cybbeKToB AocTyna M 06beKToB AO0CTyna
OO/IKHbl obecneymBaTb MNPUCBOEHME cybbeKTam WM obObekTaM [AOCTyna YHUKA/NbHOTO MpU3HaKa
(noeHTMdUKaATOpa), cpaBHEHME NpeabABAseMoro cybbektom (06bEKTOM) AocTyna uaeHTUdPUKaTopa ¢
nepeyHem MPUCBOEHHbIX NAEHTUGUKATOPOB, a TaKKe NPOBEPKY NPUHALNEKHOCTU CYObEKTY (0OBEKTY)
A0CTyna npeabABAeHHOro UM naeHTMdUKaTopa (noaTeepKAeHUE NOAJANHHOCTH).

20.2. Mepbl NO ynpaBAeHWUO AOCTYNOM CyObEKTOB A0CTyna K ob6bekTaM [OCTyna AO0/KHbI
obecneymBaTb ynpasiaeHWe NpaBaMuv U NPUBUAErUAMU CYOBEKTOB A0CTyNa, pasrpaHMYyeHMe [ocTyna
CyObEKTOB A0CTYNa K 06beKTam A0CTyNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/AEHHbIX B UHPOPMALIMOHHOW
cucTeme NpaBuAa pasrpaHMyeHna A0CTyNa, a TakKe obecneynsaTb KOHTPOAb COBAOAEHUA 3TUX NPABUA.

20.3. Mepbl NO OrpaHWYEHUI0 NMPOrPaMMHON cpeapbl JOMKHbI 0becneumBaTb YCTAHOBKY U (Mau)
3anNyCcK TOJIbKO pPaspeLleHHOro K MWCNo/Ab30BaHUIO B MHOOPMALMOHHON CUCTEME MPOrPaMMHOro
obecrneyeHna WAM  UCKAOYATb BO3MOXHOCTb YCTAHOBKM U (MAM) 3anycka 3anpeLyeHHoro K
NCMNO/Ib30BaHUIO B MHOOPMALMOHHOW cMcTeME NPOrpaMMHOro obecneyeHus.

20.4. Mepbl No 3aWuUTe MAWWUHHBLIX HOoCcUTenen uHbopmauumn (cpeactsa o6paboTKM (XxpaHeHUs)



MHPOPMALNKN, CbeMHblE MalUMHHblE HOCUTENW WHOPMALMKU) [OMKHbI WUCKAOYATb BO3MOMKHOCTb
HECAHKUMOHUPOBAHHOIO AOCTYMNa K MalIMHHbIM HOCUTENSM M XPaHALLENCs Ha HUX MHPopmaumu, a
TaKKe HeCaHKLMOHMPOBAHHOE UCMO/Ib30BaHME CbEMHbIX MaLLMHHbIX HOCUTENE NHPOopMaLUN.

20.5. Mepbl no peructpaumm cobbiTuii He3onacHOCTU AOMKHbI obecneymBaTb CHOp, 3anwuchb,
XpaHeHWe U 3aWwmuTy MHPopmaumm o cobblTmax 6e3onacHoCTM B MHPOPMALIMOHHOW cUCTEME, a TaKXKe
BO3MOXHOCTb MPOCMOTPA W aHaNn3a MHPOPMALLMM O TAKUX COBLITUAX U pearnpoBaHme Ha HUX.

20.6. Mepbl N0 aHTUBMPYCHOW 3aLuMTe JOMKHbI 0becneunBaTb 0ObHapyKeHMe B MHPOPMALLMOHHOM
cMcTeMe KOMMbIOTEPHBIX MPOrpamm AM60 MHOM KOMMNbIOTEPHON MHPOPMALMK, NpeaHa3HAYeHHOW Ana
HECAHKLMOHMPOBAHHOIO YHMUTOXEHUA, 61OKMpPOBaHMA, MoaUPUKALMM, KOMMPOBAHUA KOMMbIOTEPHOM
MHOOPMALMM UAN HEeNTpanus3aumm CcpeacTs 3awmtbl MHPOPMALMM, a TaKKe pearmpoBaHMe Ha
obHapyKeHne 3TUX Nporpamm 1 nHbopmauum.

20.7. Mepbl No o0OHapyXeHWo (NPefoTBPALLEHWUIO) BTOPXKEHWN AO/KHbI o0becneynBaTb
obHapyKeHue pgencTeuii B WMHGOPMALMOHHOW CUCTEME, HAMPaB/IeHHbIX HA MpeAHamepeHHbIN
HECAHKLMOHMPOBaHHbIMA A0CTYN K WMHOOPMALMKM, CheunanbHble BO3AENCTBMA Ha MHOOPMALMOHHYIO
cuctemy U (Man) MHbopmaumio B Lensx ee A06bIBAHUA, YHUUTOXKEHUA, UCKAXKEHUA U BI0KMPOBaHMUSA
[0CTyNa K MHPOpMaLLMK, a TaKKe pearmnpoBaHMe Ha 3TN AeCTBUA.

20.8. Mepbl No KOHTpOAO (aHanu3y) 3aWMLLEHHOCTM MHbOPMaUMK [ONMKHbI 0obecrneymBaTb
KOHTPO/Ib YPOBHA 3alMLLEHHOCTU MHbOPMALMM, cogepKallenca B MHPOPMALMOHHON cUCTEME, NMYTEM
NpoBeAEHMA MepPONPUATMIA MO aHaN3Y 3aLMLLEHHOCTM MHOOPMALMOHHOM CUCTEMbI U TECTUPOBAHMIO
€e CUCTeMbI 3aLMTbl MHPOPMALUN.

20.9. Mepbl no obecnevyeHUto LLEeOCTHOCTU MHGOPMALMOHHOMN cUCTEMbI U MHGOPMALUMN LOSKHbI
obecrneumBatb  OOHapyXeHue  PaKTOB  HECAHKUMOHMPOBAHHOIO  HApyWeHMA  LEefoCTHOCTU
MHPOPMALMOHHOM CUCTEMBbI UM cogepKallenca B Helh UWHOOpMaAUMM, a TaKKe BO3MOMXKHOCTb
BOCCTAHOB/IEHUA MHPOPMALMOHHOM CUCTEMBI U COAEPKALLENCA B HEN MHPOPMALUN.

20.10. Mepbl no obecneyeHUto AOCTYNHOCTM UMHbOPMaLMM  [AOMKHbI  0becrneuymBaTtb
aBTOPU30BAHHbIN AO0CTYN NO/b30BaTeNel, MMEeRLMX npaBa Mo TaKoMy A[ocTyny, K uHdopmauumu,
cogeprKawenca B MHOOPMALMOHHOM  CUCTEMe, B  LITAaTHOM  pexume  OYHKLMOHUPOBAHMUSA
MHGOPMALMOHHOM CUCTEMBI.

20.11. Mepbl no 3awmTe cpeabl BUPTYaANU3aLMWU LOKHbI UCKNOYATb HECAHKLMOHWPOBAHHbIN
4OCTyn K WHbopmaummn, obpabaTbiBaeMon B BUPTYasbHOW WMHOPACTPYKTYpPE, M K KOMMOHEHTam
BMPTYa/IbHOM MHOPACTPYKTYPbI, @ TaKKe BO34eNCTBME Ha MHPOPMALMIO U KOMMNOHEHTbI, B TOM Yncie K
cpeacTBam  yMpaB/ieHMA  BUPTYaslbHOM  MHPACTPYKTYPON, MOHWUTOPY  BMPTYyasibHbIX  MALUMH
(rvnepBu3opy), cucTeme XpaHeHMA [aHHbIX (BK/AOYas cUCTeMy XpaHeHus 06pasoB BUPTYabHOM
MHOPACTPYKTYpbl), ceTM nepefaynv AaHHbIX Yepe3 3/MeMeHTbl BUPTYyanbHOW WAKM  HU3UYECKOM
MHPPACTPYKTYPbI, FOCTEBbIM OMEPALMOHHBIM CUCTEMAM, BMPTYasibHbIM MaluMHaM (KOHTeliHepam),
cMcTeME M CeTU pennMKauuu, TepMUHAAbHbIM W BUPTYyasibHbIM YCTPOMCTBAM, a TaKXKe cucteme
pe3epBHOro KONMMPOBAHMUA U CO343aBAEMbIM €0 KOMUAM.

20.12. Mepbl MO 3aWMUTE TEXHUYECKMX CPEACTB AO0J/IKHbl WCKAOYATb HECAHKLMOHMPOBAHHbIN
OOCTYN K CTaLUMOHApPHbIM TEXHUMYECKMM cpencTBam, obpabaTtbiBalowum MHPOpPMaLMIO, CPeacTBaM,
obecneunBatownm GpyHKUMOHUpPOBaHME MHDOPMALMOHHOW cucTemMbl (Oanee - cpeactsa obecneyeHus
bYHKUMOHMPOBAHKWA), U B NOMELLEHUSA, B KOTOPbIX OHW NOCTOSHHO PACMOOMKEHbI, 3aLLMUTY TEXHNUYECKUX
CpPeacTB OT BHELWHWX BO3AENCTBUMIA, a TaKKe 3awmuty WHPOPMaumMK, NpeacTaBleHHONW B BuUae
MHPOPMATUBHbBIX INEKTPUYECKUX CUTHANOB U GU3UYECKMX MONEN.

20.13. Mepbl no 3awmuTe MHGOPMALMOHHON CUCTEMbI, €e CPeacTB, CUCTEM CBA3KM WU Nepesayu
OaHHbIX OO/KHbI obecneyumBaTb 3awWMTy WMHPOPMALMKM NPU  B3aUMOLENCTBUN WHPOPMALNOHHOWN
CUCTEMbI UK ee OTAE/bHbIX CEFMEHTOB C MHBbIMW MHGOPMALMOHHbIMU CUCTEMAaMM U MHOOPMALMOHHO-
TENEKOMMYHUKAUNOHHBbIMW  CETAMM NOCPEACTBOM MNPUMEHEHUS apXMTEKTYpbl WHGPOPMALNOHHON
CUCTEMDbI, MPOEKTHbIX PELIEeHN No ee cucTeme 3almTbl MHPOPMALIMK, HanpaBieHHbIX Ha obecneveHune
3aWuTbl MHGOPMaL UK.

21. Bbibop Mep 3amTbl UHGOPMALUKN ANA UX peann3aummn B UHGOPMALLMOHHON CUCTEME B PaMKax
€e CUCTEMbI 3aLLMTbl UHPOPMALLMK BKKOYAET:

onpefeneHve 6asoBoro Habopa mep 3aWmMTbl WMHPOPMALMM [NA YCTAHOBAEHHOFO KJjacca
3aLUMLLEHHOCTN MHPOPMALMOHHON CUCTEMbI B COOTBETCTBMW C 6a3oBbiIMM Habopamu mep 3aluTbl
MHbOopMaLnK, NpuseaeHHbIMKU B NpuaoKeHnn N 2 K HacToAawmm TpeboBaHUAM;



apgantaumio 6asoBoro Habopa mep 3aWUTbl MHPOPMALMUKU NPUMEHUTENBHO K CTPYKTYPHO-
dYHKLUMOHANbHbIM XapaKTepuUCTUKam MHOOPMALMOHHON CUCTEMbI, MHPOPMALIMOHHBLIM TEXHOJIOTUAM,
ocobeHHOCTAM PYHKUMOHUPOBAHMUA MHPOPMALIMOHHOM cUCTeMbl (B TOM uYucCae NpeaycmaTpuBatoLLyHO
NCKNtoYeHME n3 H6as3oBoro Habopa mep 3aWmUTbl MHPOPMALUN Mep, HEMNMOCPEACTBEHHO CBA3AHHbIX C
MHOOPMALUMOHHBIMU  TEXHOJIOTUAMM, HE WUCNONb3yeMbiMU B WHOOPMAUMOHHOW CUCTEME, WU
CTPYKTYPHO-OYHKLMOHANbHBIMU XapaKTEPUCTUKAMM, HE CBOMCTBEHHbIMM MHGOPMALMOHHOM CUCTEME);

YyTOYHEHME aganTMpoBaHHOro 6a3oBoro Habopa mep 3aWmTbl MHGOPMAUMM C YYETOM He
BbIOpPAHHbIX paHee mep 3alWuTbl MHPOPMALMKU, NPUBEAEHHbIX B NpUAOXKeHUMM N 2 K HacToawum
TpeboBaHMAM, B pe3y/nbTaTe Yero OnpeaenstoTcs Mepbl 3aluTbl MHPopMaumn, obecneumsatowme
610KMpoBaHMe (HelTpanusaumio) Bcex yrpos 6esonacHOCTU MHGOPMALMKM, BKJIKOYEHHbIX B MOAE/b
yrpos 6esonacHoOCT1 MHPOpMaLUK;

[ONONHEHWEe YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa mep 3aWUTbl MHPOPMaLUK
MepamMmu, obecrneymBaloLMMN BbINOJIHEHWE TpeboBaHMI O 3awwmTe MHGOPMALMUM, YCTaHOBAEHHbLIMU
WHbIMW HOPMAaTMBHbIMU NMPaBOBbIMM akTamMu B 061acTu 3alUTbl MHGOPMALIMK, B TOM Yucae B obnactu
3alMTbl NEPCOHA/NbHbIX AAaHHbIX.

Ons Bblbopa Mep 3awWMTbl MHPOPMALMM ANA COOTBETCTBYIOLLEro Knacca 3allMLLEeHHOCTU
MHPOPMALMOHHON  CUCTEMbl  MPUMEHAIOTCS  METOAMYECKMEe  OOKYMEHTbl, pa3paboTaHHble U
yTBepKaeHHble PCTIK Poccum B cOOTBETCTBMM C NOANYHKTOM 4 nyHKTa 8 MonoxkeHua o PepepanbHom
cnyxbe Nno TeXHMYECKOMY M SKCNOPTHOMY KOHTPOJIIO, YTBEPKAEHHOrO YKasom lMpesngeHTa Poccuitckon
depepaumm ot 16 asrycta 2004 r. N 1085.

22. B uHbOpPMAUMOHHOM CUCTEME COOTBETCTBYIOLLEro Kfacca 3aWMLEHHOCTM B pamKax ee
CUCTEMBbI 3aLlWUTbI MHOPMALIMKN AOMKHbI BbIThb Peann3oBaHbl Mepbl 3aWMTbl MHGOPMaLUUK, BbiIBpaHHble
B COOTBETCTBMM C NyHKTOM 21 Hactoawux TpeboBaHuiA M obecneumsatowme 610KMpoOBaHUE
(HelTpanmsaymio) Bcex yrpos 6e3onacHoCcTM MHbopmauum.

Mpn 3ToM B WHOOPMAUMOHHOW CUCTEME [JO/MKEH ObiTb, KaK MWHMMYM, pPeannsoBaH
afanTMPOBaHHbIM 6a30Bblit Habop Mep 3aWUTbl MHPOPMAaLMKU, COOTBETCTBYIOLWMIA YCTAHOBEHHOMY
Knaccy 3almLLEHHOCTN MHDOPMALIMOHHOM CUCTEMBI.

23. MNpu HEBO3MOMKHOCTU peanusaumm B WUHOOPMALMOHHOM CUCTEME B PaMKax €e CUCTEMbI
3aWmMThl MHPOPMALMN OTAENbHbIX BblIOPaHHbIX Mep 3alWuTbl MHGOPMaLMM Ha 3Tanax aganTauuu
6a3oBoro Habopa mep 3awmTbl MHGOPMALUM UK YTOYHEHUA afanTUpoBaHHOro 6asoBoro Habopa mep
3aWMTbl MHGOPMALMK MOTYT pa3pabaTbiBaTbCA MHbIE (KOMNEHCUPYLOLWME) Mepbl 3aLlnTbl MHPOopMaLmK,
obecneuunBalolmne agekBaTHoe 610KMpoBaHMe (HelTpan3aLmio) yrpo3 6e3onacHoCcTn MHGopMaLnu.

B aTom cnyyae B xoge pa3paboTKM cUCTEMbI 3aLLUTbl MHGOPMALMN MHPOPMALMOHHON CUCTEMDI
OO0/MKHO BbITb NpoBeaeHO 060CHOBaHWE NPUMEHEHMA KOMMEHCUPYIOWMX Mep 3awmnTbl MHOpMaLUK, a
NpW aTTeCTaLMOHHbIX UCMbITAHUAX OLEHEHa AOCTAaTOYHOCTb M afEeKBAaTHOCTb AAHHbIX KOMNEHCUPYHOLWMX
mMmep Ana 6aoKknposBaHua (HenTpanmnsaumm) yrpos 6esonacHoCcTU MHGOpMaLIUN.

24. Mepbl 3awmTbl MHPoOpMaLMm BblBUPAOTCA M peanusyoTcs B MHPOPMALMOHHOM cucTeme B
pamKax ee cMcTembl 3aLMTbl MHPOPMaLMK C y4eTOM yrpo3 6e3onacHoCTN MHPOPMALIUN MPUMEHUTENIBHO
KO BCeM 0b6beKTam M cybbekTam AocTyna Ha annapaTHOM, CUCTEMHOM, MPUKNAAHOM M CETEBOM
YPOBHAX, B TOM YNC/Ie B CPeAie BUPTYann3aLumm u 061a4HbIX BbIMUCAEHUN.

25. BblbpaHHble U peann3oBaHHble B MHGOPMALMOHHOW CUCTEME B paMKax €e CUCTEMbI 3aLuThbl
MHbOPMaLNK Mepbl 3aLLMTbl MHDOPMaL MK A0KHbI 0becrneynBaThb:

B MHPOPMaALMOHHBbIX cMCTEMAXx 1 Knacca 3alMLLEHHOCTU - HEWTpanm3aumio (61oKMpoBaHMe) yrpos
6e3onacHOCTU MHPOPMaLMK, CBA3AHHbIX C AEACTBUAMM HAPYLUUTENA C BbICOKUM NOTEHLMANIOM;

B MHPOPMALMOHHbIX CUCTEMAX 2 K/lacca 3aLlMLLEHHOCTU - HEWTpanm3aumio (61oKMpoBaHMe) yrpos
6e30nacHOCTU WMHOOPMAUUKM, CBA3AHHBLIX C AEUCTBMAMU HaApPYWWUTENs C MOTEHUMANIOM HE HUNXKe
cpenHero;

B MHGOPMALMOHHbBIX cMcTemax 3 U 4 KNaccoB 3alLMLEHHOCTU - HelTpanusaumio (61oKMpoBaHue)
yrpos 6e3onacHoCT1 MHPOPMaALLMK, CBA3AHHBIX C AEUCTBUAMM HAPYLUUTENN C HUSKMM NOTEHLMAIOM.

MoTeHuMan HapywuTens onpeaenseTcs B Xo4e OLUEHKM ero BO3MOMHOCTEN, MPOBOAMMON Npwu
onpeaeneHnn yrpos 6esonacHocTM WHOOPMAUMM B COOTBETCTBUM C NyHKTOM 14.3 HacToAWMX
TpeboBaHU.

OnepaTtopom MOMKEeT ObiTb MPUHATO pPeLleHMe O MPUMEHEHUU B MHOPOPMALMOHHOM cUcTeme
COOTBETCTBYIOLLErO KNacca 3alMLEeHHOCTU mMep 3awuTbl MHPopmaumm, obecneumBatowmx 3awmTy ot
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yrpo3 6esonacHocTU MHGOPMaLMK, PeanmsyemMblix HapywmnTenem ¢ 6os1ee BbICOKMM NOTEHLMAIOM.

26. TexHn4eckme mepbl 3alWnUTbl MHPOPMALIMK pPeasIn3yroTcA NOCPeACcTBOM NPUMEHEHNA CPeacTB
3aWnTbl MHGOPMaLMK, UMEIOLLMX HeEOBXoAMMble PYHKLMM He3onacHOCTH.

B atom cnyyae B MHPOPMaLMOHHbIX cuctemax 1 1 2 Knacca 3aluLeHHOCTU NPUMEHAKTCA:

CpeacTBa BbIYUC/IUTENBHOM TEXHUKN HE HUXKe 5 Knacca;

CUCTEMbI OBHAPYKEHWUA BTOPXKEHWI U CPeACTBA aHTUBUPYCHOWM 3alUMTbl HE HUXKe 4 KNnacca;

MeKCeTeBble 3KpaHbl He HUMKe 3 Knacca B c/lyvae B3aMmoaencTema MHGOPMaLMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALLUOHHBIMU CETAMMU MEXKAYHAPOAHOrO MHPOPMALMOHHOFO 0OMEHA U
He HWKe 4 Knacca B C/ly4yae OTCYTCTBMS  B3aUMOAEMNCTBMA WMHPOPMALMOHHOM CcUCTeMbl C
NHPOPMALNOHHO-TENEKOMMYHUKALNOHHBIMWN CETAMU MEXAYHAPOAHOro MHOOPMALMOHHOrO 0bMmeHa.

B MHPOPMALIMOHHbIX cUCTEMAX 3 K/acca 3alMULLEHHOCTU NPUMEHAITCA:

CpeacTBa BbIYNCIUTENBHOM TEXHUKN HE HUXKe 5 Knacca;

cucTeMbl OBHapyXKEHUA BTOPXKEHWUN U CPeacTBA aHTUBMPYCHOW 3alMTbl HE HUXKe 4 Kiacca B
c/ly4yae B3aMMOAENCTBUA MHPOPMALMOHHON cuCTEeMbl € MHOOPMALMOHHO-TENEKOMMYHUKALMOHHbLIMU
CETAMM MeXAYyHapoAHOro WHGOPMAUMOHHOrO obmMeHa M He HWKe 5 Kaacca B Cayvyae OTCYTCTBUA
B3aMmMoaencTensa MHPOPMaLMOHHON cUCTEMbl C MHGOPMALNOHHO-TENEKOMMYHUKALNOHHBIMU CETAMMU
MeXKAYHAPOAHOro MHGOPMALMOHHOIO 06MeHa;

MEKCETEBbIE 3KpaHbl HEe HUMKe 3 Kfacca B C/ly4ae B3aMmoAencTema MHPOPMaLMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHUKALLUOHHBIMU CETAMMN MEXKAYHAPOAHOrO NMHPOPMALMOHHOTO 0OMEHA U
He Hwe 4 Knacca B C/ly4ae OTCYTCTBMA B3aMMOAENCTBMA WMHPOPMALMOHHON CUCTEMBI C
MHPOPMALNOHHO-TENEKOMMYHMUKALLMOHHBIMU CETAMWU MEXAYHAPOAHOIO MHGOPMALMOHHOIO 0bMeHa.

B MHPOPMaLIMOHHbIX cUcTeMaXx 4 Knacca 3almULLEHHOCTU MPUMEHAIOTCA:

CpencTBa BbIYNC/IUTENBHOM TEXHUKN HE HUXKe 5 Knacca;

CUCTEMbI OBHAPYKEHWUA BTOPXKEHWI M CPeACTBA aHTUBUPYCHOWM 3alUMTbl HE HUXKe 5 Knacca;

MeKceTeBble 3KpaHbl He HUMKe 4 Knacca.

B nHPopmaLMOHHbIX cuctemax 1 1M 2 KiaccoB 3aLLMLLEHHOCTU MPUMEHAIOTCA CPeacTBa 3alUuUThbI
MHPOPMaLUKN, NporpammHoe obecnedyeHne KOTOPbIX MPOLLIO MPOBEPKY HE HUMXKE YeM Mo 4 ypOBHIO
KOHTPO/IA OTCYTCTBUA HEeAEeKAapUPOBAHHbIX BO3MOXHOCTEMN.

27. B cnyyae o06paboTtkm B MHPOPMALMOHHON cucTeme WHPOPMaLMK, CcoAepHKallein
nepcoHasibHble AaHHble, peannsyemblie B COOTBETCTBMM C NyHKTamu 21 n 22 HacTtoawmx TpeboBaHWi
Mepbl 3aLUNUTbI UHPOPMALUK:

Ans MHPOpPMaLMOHHOM cucTembl 1 Knacca 3awmweHHocTn obecneumsatoT 1, 2, 3 n 4 ypoBHMU
3aLWMLLEHHOCTM NEPCOHANbHbIX AAHHbIX <1>;

<1> YcTaHaB/IMBAETCA B COOTBETCTBUM C TPebOBaHUAMM K 3aLLUTE NEPCOHAJIbHbIX AAHHbIX MPU UX
06paboTke B MHPOPMALMOHHbBIX CUCTEMAX MEPCOHAJIbHbIX AaHHbIX, YTBEPKAEHHbIMM MOCTAHOB/IEHUEM
Mpasutenbctea Poccuiickoit Pegepaunm oT 1 HOAGPA 2012 r. N 1119.

AnA MHGOPMaLMOHHOM cUCTeMbl 2 Kiacca 3awmuweHHoctn obecneumsaloT 2, 3 U 4 ypoOBHMU
3aLLMLLEHHOCTM NEPCOHANbHbIX AaHHbIX <*>;

ANA MHPOPMALMOHHOW cucTeMbl 3 Kfaacca 3awmuweHHocT obecneumBatloT 3 M 4 ypOBHU
3aLLMLLEHHOCTM NEPCOHANbHbIX AAHHbIX <*>;

ana  MHOOPMaUMOHHOM cucTembl 4 Knacca 3awmweHHocTn, obecneumBaloT 4  ypoBeHb
3aLLMLLEHHOCTM NEPCOHANbHbIX AAHHbIX <*>,

28. MpK1 ncnoib3oBaHMM B MHGOPMALLMOHHbLIX CUCTEMAX HOBbIX MHPOPMALMOHHBIX TEXHONOTUIA U
BbIABJEHUN LONONHUTENbHBIX Yrpo3 6€30MacHOCTU MHPOPMALMKM, AN KOTOPbIX He onpeaeneHbl Mepbl
3alLMTbl MHPOPMALMK, AOMKHbI Pa3pabaTbiBaTbCA KOMMEHCUMPYIOLLME MepPbl B COOTBETCTBUM C MYHKTOM
23 HacToswmx TpeboBaHMi.

MpunoxkeHne N 1
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K TpeboBaHMAM O 3anTe UHPOPMaLUN,

He COCTaBAAOLLEN rOCYAaPCTBEHHYIO TaliHy,
coAepKalleiicsa B rocy4apCcTBeHHbIX
MHOOPMALIMOHHbIX CUCTEMAX

ONPEAENEHWE KNACCA 3ALLMLLEHHOCTU MHOOPMALIMOHHOW CUCTEMDbI

1. Knacc 3awmueHHocTn MHbopMaUnMoHHOM cucTembl (nepsbiii Knacc (K1), BTopoin knacc (K2),
Tpetnit knacc (K3), yetBepTbii Knacc (K4)) onpegensetcs B 3aBUCMMOCTM OT YPOBHS 3HAYMMOCTU
nHoopmaummn  (Y3), obpabatbiBaemolr B 3TOM  WMHPOPMAUMOHHOM cucTeme, W  MacwTaba
nHPopMaUNOHHOM cucTembl (peaepanbHbiiA, PEerMoHasibHbI, 0OBEKTOBbIN).

Knacc 3awmweHHoctn (K) = [ypoBeHb 3HaUMMOCTN MHPOpPMaLMK; macTab cuctembl].

2. YpoBeHb 3HauYMMOCTM WHPOpMaLMM oOnNpenenseTca CcTeneHbid BO3MOMKHOro yuwepba ans
obnagatens uHoopmaummn (3akasumKka) M (MAKM) onepaTopa OT HapyweHUA KOHOUAEHUMANbHOCTU
(HenpaBomepHble [OCTYN, KONUPOBAHWE, NPeAoCTaB/lieHWE WAW PacrnpoOCTPaHEeHWe), LEeNOCTHOCTU
(HenpaBomepHblE YHUYTOMKEHME WA  MOAUOULMPOBAHUE) WAM  AOCTYNHOCTM (HenpaBomepHoe
610KMpOBaHNE) MHDOPMaLUMK.

Y3 = [(KoHPUaeHUManbHOCTb, CTeNeHb yuepba) (LenocTHOCTb, cTeneHb yuwepba) (AocTynHOCT,
cTeneHsb ywepba)l,

roe cteneHb BO3MOXKHOMo yuwepba onpegenserca obnagatenem MHPopmaumm (3aKasumKom) U
(nnn) onepaTopom camocToATE/IbHO IKCNEPTHLIM U UHBIMU METOAAMMU U MOKET ObITb:

BbICOKOW, €CAM B pe3ynbTaTe HapylweHWs o4HOro M3 CBOWCTB 6He3omacHoCTM WHbopmauuu
(KOHOMAEHUMANbHOCTM,  LENOCTHOCTWU,  AOCTYNMHOCTU) BO3MOXHbl  CYW,ECTBEHHble  HEraTUBHblE
nocneacTsms B COLMaNbHOM, NONIMTUYECKON, MEXAYHAaPOAHOM, SKOHOMMYECKON, PUHAHCOBOM NN UHBIX
obnactax pgeAtenbHoctTM U (Man) uMHPOpmauUMOHHAs cuctema U (unau) onepatop (obnapatensb
MHPOPMaLMKN) HE MOTYT BbINONHATb BO3/I0MKEHHbIE Ha HUX GYHKLUW;

cpefHel, ecnu B pesynbTaTe HapylweHua OAHOro M3 CBOWCTB 6e30MmacHOCTM WHpopmauun
(koHMAEHUMANBHOCTU, LLENOCTHOCTU, AOCTYMHOCTM) BO3MOXHbI YMepPeHHble HeraTMBHble Noc/ieAcTBUs
B COLMANbHOM, MOJINTUYECKON, MENKAYHAPOAHON, SKOHOMMYECKON, GUHAHCOBOM UM MHbIX 0bacTax
neAaTenbHocT U (Mam) nHbopmaumoHHas cuctema u (am) onepatop (obnagatens MHPopmauun) He
MOTYT BbINONHATL XOTA Bbl O4HY M3 BO3/10XKEHHbIX HA HUX GYHKUMIA;

HMU3KOM, ec/iM B pes3y/abTaTe HapyleHuMAa OAHOro M3 CBOMCTB 6e3onacHocTM MHopmauum
(RoHPMAEHUMANBHOCTN, LLENOCTHOCTW, AOCTYMHOCTM) BO3MOMHblI HE3HauyuTe/lbHble HeraTuBHble
nocneacTsma B COLMaNbHOM, NONUTUYECKOM, MEXAYHAPOAHOM, SKOHOMMYECKON, PUHAHCOBOM NAN UHBIX
obnactax peatenbHoctM W (ManM) MHPopMauUMOHHaA cuctema W (nnm) onepatop (obnapaTens
MHbOPMALMK) MOTYT BbIMOJIHATD BO3/IOMKEHHbIE Ha HUX QYHKUMU C HeaoCTaToOYHOM 3DPEKTUBHOCTbLIO
WK BbINONIHEHWNE GYHKLUUIA BO3MOXKHO TO/IbKO C NPUBJIEYEHMEM AONONHUTENbHbIX CUA U CPeaCTB.

NHbOopMaumnsa MmeeT BbICOKUI ypoBeHb 3HaunmocTu (Y3 1), ecnum xoTta 6bl AN 0AHOTO U3 CBOMCTB
6e3onacHOCTU MHbOPMALMKN (KOHOMAEHUNANBHOCTU, LLENOCTHOCTU, AOCTYNHOCTM) onpeaesieHa BbiCOKan
cTeneHsb ywepba. MHbopmaumns nmeet cpegHUn ypoBeHb 3HaUMMocTu (Y3 2), ecnm xoTs 6bl 4na og4HOTo
M3 CBOWCTB 6e3sonacHOCTM WHPopmaumn (KOHOUAEHUMANbHOCTU, LENOCTHOCTU, AOCTYNHOCTH)
onpeaeneHa cpeaHAs cTeneHb yuepba U HET HXM OAHOrO CBOMCTBA, A1 KOTOPOro onpeaesieHa BbiCOKas
cTeneHb ywepba. MHPopmauma MmeeT HU3KUIM ypoBeHb 3HauMmmocTun (Y3 3), ecan onsa BCEX CBOWCTB
6e3onacHOCTM MHPopMaLmn (KOHOUAEHUMANBHOCTHU, LLeIOCTHOCTHU, AOCTYMHOCTN) onpeaeneHbl HU3KME
cTeneHu yuwepba.

NHbopmaumns uMeeT MWMHUMMAbHbLIA ypoBeHb 3HauumocTn (Y3 4), ecan obnagatenem
MHbopmaummn (3akasumMkom) UM (MAK) onepaTopom cTeneHb yuwepba OT HapyweHWs CBOMCTB
6esonacHoCcTM WHbopmaunmn (KOHOUAEHUMANBHOCTU, LENOCTHOCTU, AOCTYMHOCTU) He MOMKeT ObiTb
onpeaeneHa, HO Mpu 3TOM MHOOPMaUMA NOANEKUT 3alMTe B COOTBETCTBMM C 3aKOHOZATE/IbCTBOM
Poccuiickoin Pegepaunn.
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Mpn o6bpaboTke B MHPOPMALIMOHHOM cucTteme ABYX U Bonee BUAOB MHPopMauun (cnyxebHas
TallHa, HanoroBasA TalHa W MHble YCTaHOB/MEHHbIE 3aKOHOAATeNbCTBOM Poccuiickont ®eaepaummn Buabl
MHbOPMALMKU OTPaHNYEHHOro A0CTYNa) YPOBeHb 3HaYMMOCTM MHPopmaumm (Y3) onpeaensatcs oTae/bHO
ONR Kaxgoro Buaa uHbopmauuun. UTorosbiii ypoBEHb 3HAYMMOCTM MHbOPMaLMKM, obpabaTbiBaemolt B
MHOOPMALMOHHOW CUCTEME, YCTaHaB/NMBAETCA MO HaWBbICIUMM 3HAYEHUSIM CTeMNeHW BO3MOMKHOIO
ywepba, onpegeneHHbiM ANnA  KOHGUAEHUMANbHOCTM, LENOCTHOCTU, AOCTYNHOCTU WHPopMaLmm
Karkgoro Buaa nHoopmauuu.

3. UHbopmaumnoHHas cuctema mmeeT degepanbHbii macwTab, ecnm oHa QYHKUMOHMpPYET Ha
Tepputopun Poccuinckon Pepepaumn (B npegenax ¢enepanbHOro OKpyra) U MMeeT CermeHTbl B
cybbekTax Poccuinckon degepauum, MyHUUMNa bHbIX 06pa3oBaHMAX U (MKN) opraHM3aLmsX.

NHbOpMaAUMOHHAsA cucTeMa MMeeT pPerMoHasbHbl macwTab, ecnn oHa ¢GYHKUMOHMpPYeT Ha
Tepputopmn cybbekTa Poccuitckolt degepauum U MMeeT CermMeHTbl B OAHOM WM  HECKOJIbKUX
MYHMLMNaNbHbIX 06pa3oBaHMAX U (MAKN) NOABEAOMCTBEHHbIX U MHbIX OPraHU3aLmaXx.

NHbOpMaLMOHHAA cucTema MMeeT 06BbEKTOBbIN MacluTab, ecin oHa GYHKLMOHUPYET HA 06beKTax
oAHoro ¢enepanbHOro opraHa rocygapcTBeHHOW BNACTW, OpraHa rocyapCTBEHHON BAacTM cybbeKkTa
Poccuiickoit depepaumm, MyHULMMNANAbHOTO 06pa3oBaHnA U (MIM) OPraHM3aLMKN U HE UMEET CETMEHTOB B
TeppuUTOpUanbHbIX OpraHax, npeacTaBUTeNbCcTBaX, ¢GUAMANax, MNOABEAOMCTBEHHbIX W  WUHbIX
opraHusaumnax.

4. Knacc 3almieHHOCTU MHPOPMaLIMOHHOM cUCTEMbI ONPeaenaeTcs B COOTBETCTBUMN C Tabauue:
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YpoBeHb 3HAYMMOCTHU MacwTtab nHdopmMauNOHHOM CUCTEMDI
nHpopmauum depepanbHbIn PernmoHanbHbIN ObbeKToBbIN
y31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3
y34 K3 K3 K4
COCTAB
MEP 3ALWLNTBI MHOOPMALMKN N UX BA3OBbIE HABOPbI
O1A COOTBETCTBYHIOLLEETO KNACCA 3AWNLWEHHOCTU
NHOOPMALIMOHHOW CUCTEMbI
Ycnos Hoe Mepbl 3aWwmTbl MHPOPMaLMK B MHPOPMALMOHHbIX Knaccobl 3aWmeHHOCTH
0603HauyeHune n cucTemax MHPOPMALLMOHHOM
HoMep mepbl cUCTeMbl
4 [ 3 [ 2]
I. UaeHTUdUKaAUMA K ayTeHTUDUKALMA CybbeKToB A0CTYMNa N 06beKToB aoctyna (MAD)
NA®.1 NoeHTudUKauma un ayTeHTUPUMKAuMA nosb3osaTenewn, | + + + +
ABNAOLWMXCA PabOTHMKAaMM onepaTopa
NAD.2 NoeHTUdUKauma n ayTeHTUdUKaLMA YCTPOWUCTB, B TOM + +
yncae CTauMoHaPHbIX, MOBUBbHBIX U MOPTAaTUBHbIX
NAD.3 YnpasneHve unaeHTUdUKatopamn, B TOM  uucie| + + + +
cosfaHue, NPUCBOEHME, YHUUYTOXKEHME

MpunoxkeHune N 2

K TpeboBaHUAM 0 3alLmTe MHGOPMaL UK,

He COCTaBNAOLLEN rOCYAaPCTBEHHYIO TaMHY,
cofepxKallenca B rocyapCTBeHHbIX
MHPOPMALLMOHHbBIX CUCTEMAX



naeHTuPUKaTopoB

NAD®.4

YnpasneHue cpeacTBamm ayTeHTUMdMKaLUK, B TOM Yncie
XpaHeHWe, Bblgaya, WHUUMaANM3aumsa, 60KMpoBaHMe
CPEeACTB ayTeHTUOMKAUMU U MPUHATUE Mep B Cly4yae
yTpaTbl n (nnn) KOMMpomeTaLmm cpeacTs
ayTeHTUPUKaLMK

NAD.5

3awmTa obpaTHOW cBA3MU npu BBOAE
ayTeHTUPUKaLMOHHON nHopMaLUK

NAD.6

NaeHTdMKauma 1 ayTeHTUdUKaALMA Nonb3oBaTenen, He
AaAloWwmMxca  paboTHMKamu  onepatopa  (BHELWHMX
nosab3oBaTtenen)

NA®.7

MaeHTnduKauma 1 ayTeHTUOMKauma  0BbBEKTOB
dalinoBoi cUCTEMbI, 3anycKaemblX M MCMONHAEMbIX
Mmoayneil, O6BEKTOB cuUCTeM ynpasaeHus 6Hasamu
JaHHbIX, OOBLEKTOB, CO34aBaeMbIX MPUKNAZHbIM WU
cneumanbHbIM  NPOrpaMMHbIM  obecneyeHnem, MHbIX
06bEKTOB foCTyNa

Il. YnpaBneHune goctynom cybbeKTOB AocTyna K obbektam goctyna (YNA)

yng.i

yﬂpaBHEHMe (3aBE,D,EHMe, aKThBauuA, 6ﬂOKMpOBaHMe n
yHVI‘-ITO)KEHVIE) YYE€THbIMU 3anncamu ﬂOﬂb3OBaTEHEﬁ, B
TOM YMC/Ee BHELIHUX NOSib30BaTeNemn

+

+

yng.2

Peanunsauma HeobxogMMbIX METOAOB (OUCKPELMOHHBbIN,
MaHAaTHbIN, PONIEBOM AN UHOW METo4), TUMOB (Y4TeHME,
3anucb, BbIMNOJIHEHME WAW WHOW TWUN) WU  NpaBun
pa3rpaHuyeHua aoctyna

ynga.3

YnpaeneHve (ounbTpaums, MaplipyTM3aLmsa, KOHTPOJb
COeaMHEeHU, OofHOHanpaB/ieHHas nepegaya W MHble
cnocobbl ynpaBneHus) UHGOPMALMOHHBIMKU MOTOKAMM
MeXKay YCTPOMCTBaMM, CermeHTamu MHPOpPMaLMOHHON
CUCTEMBI, @ TaKXe MmeXay WHOOPMALMOHHBIMM
cucTemamu

yna.4

PasgpeneHne nonHomouuin (poneit) nosb3oBaTenen,
aAMMHUCTPATOPOB " v, obecneynBaroLmx
dYHKUMOHMPOBaHNE MHDOPMALIMOHHOW CUCTEMBI




yna.s

HasHauyeHMe MUHMMaNbHO HEeobXoAMMbIX TMpaB MU
npuBUAErMiA  MONb30BATENAM, AAMUHUCTPATOpPAM U
uam, obecneymBatoLLmMm bYHKUMOHMpPOBaHMe
MHPOPMALMNOHHOM CUCTEMDI

yNa.6

OrpaHunyeHne  HeycrnewHbIX  MNOMbITOK  BXxoZa B
MHPOPMALNOHHYIO cuctemy (moctyna K
MHOOPMaALMNOHHOM cucTeme)

yna.7

MpepynpexaeHve nosb3oBaTeNs NpPU ero BXOAe B
MHPOPMALMOHHYIO  cucTeMy O  TOM, 4YTO B
MHPOPMALMOHHON CUCTEME PeaM30BaHbl Mepbl 3aLLMUTbI
MHbOpMaLUKN, U O HeobxoaAMMOCTM cobntoaeHus um
YCTAaHOBNEHHbIX  OMEpPaTopomM  npasun  06paboTKM
nHpopmauunm

yng.s

OnoselleHne Nosb3oBaTeNs Nocae ycnewHoro Bxo4a B
MHPOPMALMOHHYIO CUCTEMY O ero npeablayLiem BXose B
MHPOPMALMOHHYIO cUCTEMY

yna.n

OrpaHunyeHne 4ucna napanienbHblX CEaHCOB A0CTyna
ONA  KaAaoM  yyeTHOM  3anucu  noJsib3oBaTens
MHGOPMALMOHHOM CUCTEMDI

yna.10

BnokupoBaHMe ceaHca AocTyna B MHGOOPMALMOHHYIO
CUCTEMY MOC/ie YCTaHOBAEHHOro BpemeHu 6e3neicTems
(HeakTMBHOCTM) NONb30BATENA UAW MO €ro 3anpocy

yna.11

PaspelweHne (3anpeTt) Aeicteuit  nosb3oBaTenen,
pa3spelleHHbIX A0 UAeHTUPUKALUM U ayTEHTUDUKALINK

ynga.12

Moagep»Ka M coxpaHeHue aTpubyToB 6e3onacHoOCTU
(meTok 6e3onacHoOCTM), CBA3aHHbIX C MHPOpMaUMeEN B
npoLiecce ee XxpaHeHua N 06paboTKu

yna.13

Peanusauma  3aWMLWEHHOIO  YyAafeHHOro  AocTyna
cy6beKToB A0CTyNa K 06beKkTam A0CTyna Yepes BHellHne
NHPOPMaLMOHHO-TENIEKOMMYHUKALIMOHHbIE CETU

yNa.14

PernameHTauMs M KOHTPO/Ab  WMCMNO/Ib30BaHUA B
MHPOPMALUOHHOM cnucTeme TEXHONOIMN 6ecnpoBOAHOIO
AocTyna

ynga.15

PernameHTauma n KOHTPOJ1b MCNoJ1b30BaHUA B




MHPOPMALMOHHOM cuUCTeME MOOUJIbHBIX TEXHUYECKUX
cpeacTs

YNA.16

YnpasneHve B3aumogencTBuemM ¢ MHPOPMaALUOHHBbIMMK
CUCTEMAMM  CTOPOHHMX  OpraHuMsaumn  (BHewHwue
MHPOPMALMOHHbIE CUCTEMDI)

yna.17

ObecneyeHune [0BEPEHHOM 3arpysKku cpeacTts
BbIYUCAUTENBHON TEXHWUKM

[Il. OrpaHuyeHue nporpammuolii cpeapl (ONC)

onc.1i

YnpaBneHue 3anyckom (obpalleHMAMKU) KOMMOHEHTOB
nporpammHoro  obecneveHus, B TOM  uucne
onpegeneHue 3anyckaemblX KOMMOHEHTOB, HACTPOMKa
NnapameTpoB 3anycka KOMMOHEHTOB, KOHTPO/b 3a
3anyCKOM KOMMOHEHTOB NPOrpamMmMHOro obecneyeHus

ornc.2

YnpasneHue ycTaHOBKOMN (MHCTannaumein) KOMNOHEeHTOB
NporpammHoro obecneveHuns, B TOMmM yucne
onpeaeneHue KOMMOHEHTOB, Nogjexaliux ycTaHOBKe,
HacTpoliKa NapameTpoB  YCTAHOBKM  KOMMOHEHTOB,
KOHTPO/b 3a YCTAaHOBKOW KOMMOHEHTOB MPOrpaMmmHOro
obecneyeHusn

onc.3

YcTaHOBKa (MHCTaﬂfIFlLI,VIﬂ) TOZIbKO paspeleHHOoro K
MCNOJ1Ib30BaHNIO MPOrpaMmHOro obecneyeHuns u (VIIWI)
€ro KOMMNOHEHTOB

onc4

YnpasneHve BpemeHHbIMU dalinamu, B TOM uucie
3anpeT, paspelleHWe, NepeHanpaB/ieHne  3anucy,
yaaneHue BpemMeHHbIx ¢painnos

IV. 3awmTa MalWmrHHbIX HocuTenen nHpopmavmm (3HN)

3HN.1

YYyeT MalWMHHbIX HocUTeeil MHpopMaL MK

3HWN.2

YnpasneHve [OCTYNOM K  MAWWHHBIM  HOCUTENAM
nHbopMaLmUn

3HW.3

KOHTpO/Mb  NepemelieHna  MalWHHbIX  HOcUTenewn
nHdopMaLnn 3a Npeaebl KOHTPOANPYEMOI 30HbI

3HWN.4

McknoyeHMe BO3MOMKHOCTM  HECaHKLMOHWPOBAHHOTO
03HAKOMJIEHMA  C  COAeprkaHMemM  MHbopmMaLUm,
XpaHAWEeNnca Ha MallUHHbIX  HocuTenax, u (uaum)




MUCNO/Ib30BaHUS  HocUTeNen MHPopmauMm B UHbIX
MHPOPMALMOHHBIX CUCTEMAX

3HWU.5

KoHTpo/b cnonb3oBaHuna nHTepdelicos BBoaa (BbiBoaa)
MHpopmauumM Ha MalMHHbIE HOCUTENN MHPOoPMaLUK

3HU.6

KoHTposb BBOAa (BbiBOAA) MHPOPMALMM Ha MALLUHHbIE
HoCuTeNn MHGopMauun

3HWN.7

KOHTPO/MIb  NOAKNIOYEHUA  MALIMHHbIX  HOCUTesNeM
nHpopmauunm

3HWN.8

YHUUTOXKEHME (CTMpaHMe) UHPOPMaLMM Ha MaLLUHHbIX
HOCUTENAX MPU MX Nepedade MeXKay Noab30BaTeNsiMu, B
CTOPOHHUWE OpraHUsaLnn 4Na PEMOHTA UAN YTUANU3ALLUM,
a TaKXKe KOHTPO/Ib YHUUTOMXKEHUA (CTUPaHuA)

V. Peructpauma cobbitnit 6esonacHoctu (PCB)

PCb.1

OnpegeneHne cobbiTin 6€30MNacHOCTM, MOAENKalLUX
perucTpaLmmn, U CPOKOB UX XpaHeHuUA

PCB.2

OnpeAeneHme COCTaBa M coaeprXaHuAa MHd)OpMaLI,VIM o
cobbITHAX 6630I'IaCHOCTM, nognexawmnx perncrtpaumnm

PCB.3

C6op, 3anucb M XpaHeHWe MHPOpMaLMM O COBbITUAX
6e30MacHOCTM B TeyeHWe YCTAHOBAEHHOTO BPEMEHMU
XpaHeHuA

PCb.4

PearmpoBaHne Ha cbou npu pernctpauum cobbiTuin
6esonacHoCTM, B TOM 4ucae  annapaTtHble U
nporpammHble owKnbKKM, cbon B MexaHM3max cbopa
Hopmauun M OOCTUXEHMe npegena nnm
nepenonHeHusa obbema (eEMKOCTM) NamATH

PCB.5

MoOHWUTOPUHT  (MpocMOTpP,  aHanu3)  pesyabTaToB
pernctpaumm cobbiTnit 6e3onacHoOCTM U pearnpoBaHue
Ha HUX

PCB.6

leHepupoBaHME  BPEMEHHbIX  MeETOK W (uawm)
CUHXPOHM3ALMA CUCTEMHOro BPEMEHM B
MHGOPMALMNOHHOM cucTeme

PCB.7

3awmTa Hpopmaummn o cobbiTuax BesonacHoCcTH

PCB.8

ObecneyeHne BO3MOMKHOCTM MPOCMOTPA M aHaNM3a
MHbOPMALUM O AENCTBMAX OTAENbHbLIX NOJb30BaTENEN B




| MHPOPMALMNOHHOM cUCTEME | | |

VI. AHTMBMpYCHas 3awmTa (AB3)

AB3.1 Peannsauma aHTUBMPYCHOM 3aLLUTBI +

AB3.2 O6HoBneHMe 6a3bl AaHHbIX MPU3HAKOB BPEAOHOCHbIX | + +
KOMMbIOTEPHbIX NpOrpamm (BMpycos)

VII. O6HapyKeHue BTOpKeHui (COB)

COB.1 ObHapyKeHune BTOPKEHUM
COB.2 O6HoBNEHMe 6a3bl peLlatoLmx NpaBu

VIIl. KoHTpob (aHanu3) 3awmweHHocTM UHbopmauum (AH3)
AH3.1 BbinBneHMe, aHanuM3 yas3BMMOCTEN WMHPOPMALMOHHOM +

cucTemMbl M onepaTMBHOE  YCTPaHeHWe  BHOBb
BbIAB/IEHHbIX YA3BUMOCTEMN

AH3.2 KoHTpONb  yCTaHOBKM OOHOBAEHUM MpOrpammHoro | + +
obecrnieyeHuns, BKAOYaA OOHOBAEHME MNPOrPaMMHOro
obecneyeHuns cpeacTB 3alUUTbl MHPOPMALMHK

AH3.3 KoHTponb paboTocnocobHOCTM, NapameTpoB HaCTPOMKM +
M NpaBUAbHOCTU GYHKLUMOHMPOBAHMUA MPOrPamMMHOro
obecneyeHuns 1 cpeacTB 3alnUTbl UHPOPMaLUUM

AH3.4 KOHTpO/ab cOCTaBa TEXHMYECKMX CPeacTB, MPOrpaMmmHOro +
obecneyeHuns 1 cpeacTB 3alnUTbl MHPOPMaLUUM

AH3.5 KoHTponb npaBua reHepauum W CMeHbl nNaposen +
nosb3oBaTenen, 3aBeAEHMA W  yAaNeHUA  YYeTHbIX
3anucen nosb3oBaTenen, peanusaumu npasun

pasrpaHuUYyeHns 4OCTYNom, NOJHOMOYMIA Nosib30BaTeNel
B MHPOPMALMOHHOM cucTEME

IX. ObecneyeHmne LENOCTHOCTM MHOOPMALMOHHOM cucTeMbl M MHopmauum (OLJT)

oun1 KOHTpO/Ib LENOCTHOCTM nporpaMmHoro obecneyeHus,
BK/IlOYas nporpammHoe obecrneyeHue cCpeacTB 3alLMTbI
nHpopmaumnm

ouJs.2 KoHTposb LenocTtHoctM nHdopmauum, cogepKalienca s
6a3ax faHHbIX MHPOPMALLMOHHOWM CUCTEMDI

oun.3 ObecnevyeHune BO3MOXHOCTHU BOCCTAHOBNEHMUA + +

nporpaMmHoro obecnedyeHusa, BKAOYasa MpPOrpammHoe
obecneuyeHune cpeacTs 3awWwuTbl MHOOpPMaUMK, Npu




BO3HUKHOBEHWUU HELWITATHbIX CMTyaLLMP'I

ou/l.4

O6HapyKeHMe UK pearMpoBaHMe Ha MOCTynjeHne B
NMHPOPMaLMNOHHYIO cuctemy He3anpalumBaemblIx
3/1IEeKTPOHHbIX COOBLIEHNI (NMCceM, OKYMEHTOB) U NHOM
MHPopMaunn, He oTHOCALMXCA K GYHKLMOHUPOBAHUIO
MHPOPMALMOHHOM cUCTEMBI (3aLMTa OT cnama)

ou/1.5

KoHTposb copepkaHusa MHbopmaumm, nepeaBaemon us
MHPOPMaALMOHHOM CUCTEMBI (KoHTelMHepHbIN,
OCHOBAHHbIM Ha CBOMCTBax o06beKTa A[ocTyna, MU
KOHTEHTHbIN, OCHOBAHHbIM Ha MOWUCKEe 3anpelieHHOW K
nepegaye MHGOpPMaLMM C MUCNOb30OBAHUEM CUTHATYP,
Macok M MHbIX  METOAOB), W  WUCKAOYEHUE
HenpaBoMepHoOW nepegauu MHbopMaLUn us3
MHPOPMALMOHHON CUCTEMDI

oun.e

OrpaHuyeHve npaB  no/ab3oBaTesnei MO BBOAY
MHpopMaLnn B UHPOPMALMNOHHYIO CUCTEMY

oun.7

KOHTPOAb TOYHOCTHM, NOSHOTbI U NPABUILHOCTU AAHHBIX,
BBOAMMbIX B UHPOPMALMOHHYIO CUCTEMY

oun.s

KoHTposib oOWMBOYHbIX AEWCTBMIA Nonb3oBaTenen no
Beogy W (uamn)  nepepaye  uHbopmauuMu M
npeaynpexxaeHne nosb3osBaTesieh 06 oOWMBOYHbIX
aencremax

X. ObecnevyeHune aoctynHoctn nHpopmaumm (OAT)

oAaT.1

Mcnonb3osaHue OTKa30YyCTONYMBbIX TEXHUYECKMX
cpeacTs

oAarT.2

Pe3epBMpoOBaHNE TEXHUYECKUX CPEACTB, MPOrpaMmHOro
obecneyeHunsi, KaHa/ioB nepefaun  MHboOpmaumu,
cpeacTs obecneyeHun dYHKLMOHUPOBAHMA
MHGOPMALMOHHOM CUCTEMDI

O[T.3

KoHTposb 6e30TKa3Horo dYHKUMOHMPOBaAHMUA
TEXHUYECKMX CPeacTB, OBHapyXeHWe W JNoKanusaums
OTKa30B QYHKUMOHMPOBAHMUA, MNPUHATME Mep Mo
BOCCTAHOB/IEHMIO  OTKa3aBlWKMX  CPeacT8 U UX
TecTupoBsaHue




OAT.4

Mepuoanyeckoe pesepBHOe KonuMposaHue MHGopmaumnm
Ha pe3epBHble MalUMHHbIE HOCUTENN MHOopMaLUN

OAT.5

ObecneyeHue BO3MOHOCTM BOCCTaHOB/IEHUS
MHPopmMauumM C pe3epBHbIX MaLUMHHBIX HOocUTenemn
UHbopmauum  (pesepBHbIX  KOMW) B TeyeHue
YCTaHOBNAEHHOIO BPEMEHHOIO MHTEepBana

oAaT.6

Knactepusauma MHGOPMaLMOHHOM cuCTEMBI M (MaKn) ee
CermeHTOB

oaT.7

KOHTPONb COCTOAHMA W KayecTBa NpeaocTaBAeHUA
YNO/IHOMOYEHHbBIM NNLOM BbIYUCAUTENBHbLIX PECYPCOB
(MowHocTe), B TOM Ync/ie No nepegaye MHGOPMaLMM

XI. 3awmTa cpeapl BupTyanusaumm (3CB)

3CB.1

NaeHTMdMKaumA 1 ayTeHTUPUKaLMA cybbeKkToB 40CTyna
N 06bEKTOB AOCTYNa B BUPTyaNbHOW MHOPACTPYKTYpE, B
TOM YMcne afMUHUCTPATOPOB YMNpaBJeHUA CpeacTBaMM
BMPTyanusaumnm

3CB.2

YnpaBneHve goctynom cybbeKkToB AOCTyna K o6bektam
4OCTyna B BUPTYasbHOW WMHPPACTPYKTYpe, B TOM umncie
BHYTPU BUPTYaIbHbIX MaLUWH

3CB.3

Pernctpaumsa cobbiTmii 6€30MacHOCTM B BUPTyanbHOWM
MH}pPacTpyKType

3CB.4

YnpasneHnve (PpuabTpauma, maplipytTusaums, KOHTPO/b
coeguHeHWs, oAHOHANPaB/ieHHan nepegaya) NOTOKaMM
MHPOPMaLUN  MeXLy KOMMNOHEHTAMW BUPTYasibHOM
MHQPACTPYKTYpPbI, @ TaKKe No NepumeTpy BUPTYa/bHOM

MHPPACTPYKTYPbI

3CB.5

[oBepeHHaa 3arpy3ka CcepBepoB  BMPTyanunsauuu,
BUPTYya/ibHOW  MaluHbl  (KOHTelHepa), CcepBepoB
ynpaBAeHuUs BUPTyanusaumen

3CB.6

YnpaBneHve nepemelieHMeM BUPTYasibHbIX  MalUUH
(koHTeNMHepoB) M 0bpabaTbiBaeMbIX Ha HUX AAHHbIX

3CB.7

KOHTPO/1b LLEeNOCTHOCTM BUPTYaibHON MHPPACTPYKTYPbI U
ee KoHdurypauni

3CB.8

PesepBHOe KoMMpoBaHME [AaHHbIX, pe3epBMpoBaHuUe




TEXHUYECKMX CpencTB, MpOrpammMHoro obecneyeHus
BUPTYa/IbHOM MHOPACTPYKTYPbI, @ TaK¥Ke KaHanoB CBA3U
BHYTPW BUPTYaNbHOM MHPPACTPYKTYpPbI

3CB.9

Peanusauma u ynpas/ieHWe aHTUBMPYCHOM 3alMTOM B
BUPTYa/IbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BUPTYanbHOM MHOPACTPYKTYPbI HA CErMEHTbI
(cermeHTMpOBaHME BMPTYaNbHON MHOPACTPYKTYpPbI) ANA
06paboTKN MHOPMALMM OTAE/bHLIM NONb30BaTENEM U
(nnun) rpynnoit nonbsosatenen

XIl. 3awuTa TexHuyecknx cpeacts (3TC)

3TC.1

3awmta nHdopmaumm, obpabatbiBaeMoit TEXHUYECKMMM
CPeacTBamu, OT ee YTeUYKM M0 TEXHUYECKUM KaHanam

3TC.2

OpraHusauma KOHTPO/IMPYEMOWN 30Hbl, B nNpeaenax
KOTOPOM MOCTOAHHO  Pa3MELLAlOTCA  CTaLMOHapHble
TEXHUYECKMe cpeacTBa, obpabatbiBatowme
MHPopmaumio, M cpeacTBa 3alWmMTbl MHOOPMALMM, a
TaKXKe cpeacTBa obecneyeHms GyHKLUMOHMPOBAHMSA

3TC.3

KoHTponb ¥ ynpaBneHue ¢U3MYECKMM AOCTYNom K

TEXHUYECKUM cpeacTBam, cpeacTBam 3aLLMTbI
nHpopmaunm, cpeacTBam obecneyeHun
OYHKUMOHMPOBAHWA, a TaKke B MOMELEeHna U
COOpPY)KEHMA,, B  KOTOPbIX  OHM  YCTaHOBJ/EHBI,

WCKNtOYatoWwMe HECAHKLMOHUPOBAHHbIN  PU3NYECKUi
goctyn K cpeactBam  0bpaboTku  MHbopmauumu,
cpeacteam  3aWmTbl  MHPoOpMauMM M CpeacTBam
obecneyeHuns PYHKUMOHUPOBaHMA MHPOPMALMOHHON
CUCTEMBI U NMOMELLEHUA U COOPYKEHUA, B KOTOPbIX OHU
YCTaHOBAEHbI

3TC.4

PasmelleHne  ycTpolicTB  BbiBoga (oTobparkeHusn)
nHpopmaumm, UCKNtoYatollee ee
HEeCaHKLUMNOHNPOBAHHbIN MPOCMOTP

3TC.5

3alWmMTa  OT BHEWHWX BO3AeNCTBUI  (BO3AenCTBUIA
OKpYyKatoLei cpeasbl, HecTabuibHOCTU
3/1eKTPOCHabKeHMA, KOHAULMOHMPOBAHUA U UHbIX




| BHeLWHUX GpaKkTopoB)

XIIl. 3awmTa MHPOPMALMOHHOM CUCTEMBI, €e CPEeACTB, CUCTEM CBA3U U Ne

31C.1

PasgeneHne B MHPOPMALMOHHON cucTeme GYHKLUMIM Mo
yrnpasfieHuio (aaMUHUCTPUPOBAHUIO) MHPOPMALIMOHHOM
cucTemoi, ynpaB/ieHnIo (agMmuHUCTPUpPOBaHMIO)
cucTemMon  3awmTbl  MHPopmauun,  GYHKUM  no
obpaboTke nHpopmaumm n MHbIX bYHKUMIM
MHPOPMALMNOHHOM CUCTEMDI

31C.2

MpeaoTBpalleHNe  3a4epXKKM  WAM  NpepbiBaHuA
BbIMNO/IHEHUA MPOLECCOB C BbICOKMM NPUOPUTETOM CO
CTOPOHbI NPOLLECCOB C HU3KMM NPUOPUTETOM

31C.3

ObecneyeHne 3awWmTbl MHOOPMAUMM OT PACKPbITHS,
MoauMdMKauMM M HaBA3bIBaHMA  (BBOAA  /IOXKHOM
nHpopmaumumn) npu ee nepegaye (NoAroToBKe K
nepesaye) No KaHanam CBA3M, MMEIOWMM BbIXOA, 3a
npegenbl  KOHTPO/MPYEMOM 30Hbl, B TOM 4uC/e
6ecnpoBOAHbIM KaHanam CBs3U

3nc.4

ObecneyeHne [0BepPeHHbIX KaHasna, Maplpyta mexay
afAMWHUCTPATOPOM, MNO/b30BaTeENEM W  CPEeACTBaMM
3aWmTbl  MHPopMaummn  (pyHKUMAMM  6e30nacHoOCTM
CpeAcTB 3aWwuTbl MHGOPMaLMK)

3UC.5

3anpeTr HeCcaHKUMOHWPOBAHHOM YAANEHHOM aKTMBALUUK
BUAEOKAaMepP, MUKPOPOHOB U UHbIX nNepudepuinHbIxX
YCTPOICTB, KOTOPbIE MOTYT aKTUBMPOBATLCA YAANEHHO, U
ornoBelleHne nonb3oBaTesielr 06 aKTMBaUMU  TaKMX
YCTPOWCTB

3U1C.6

Mepegaya M KOHTPO/Ab  LENOCTHOCTM  aTpubyToB
6e3onacHOCTM (meToKk 6e30MacHOCTM), CBA3AHHbLIX C
nHpopmauueir, npu obmeHe MHPOpPMaLUEN C WHbIMU
MHPOPMALMOHHBIMWU CUCTEMAMM

3UnC.7

KOHTPO/Ib  CaHKUMOHMPOBAHHOTO U UCKAOYEHUE
HECaHKLUMOHMPOBAHHOIO WCMO/Ib30BAHUA TEXHONOTMI
MOBUABbHOTO Koda, B TOM 4Yuc/ie perncrTpaums cobbitum,
CBA3AHHbIX C MUCMO/b30BAHNEM TEXHO/IOTMIN MOBUNBHOIO

penauun aaHHbIx (3UC)
+
+ + +
+ + +
+




KOZla, WX aHaiM3 U pearMpoBaHWE Ha HapylleHus,
CBfA3aHHbIEe C UCMO/Ib30BaHMEM TEeXHONOrMii MOBUAbHOTO
KoAa

31C.8

KOHTPOMb  CaHKLUMOHWMPOBAHHOrO M WUCKAOYeHue
HECAaHKLUMOHUPOBAHHOMO MCMNONb30BaHUA TEXHOJ/IOTUM
nepegayn peuyu, B TOM UYMCNE PerucTpaumsa cobbiTui,
CBA3aHHbIX C WCMNO/Mb30BAHMEM TEXHOIOTMI Nepeaayn
peun, MX aHaNM3 M pearmpoBaHWE Ha HapyleHus,
CBA3aHHblE C WMCMNO/Mb30BaHWEM TEXHO/MOTMI Nepenauu
peuu

31C.9

KOHTPO/Nb  CAaHKUMOHMPOBAHHOW U UCKAKOYEHMe
HEeCaHKLUMOHUPOBAHHOW nepefayn BuaeouHbopmaLmy,
B TOM 4MC/Ae perncrpauusa cobbITUI, CBA3AHHbIX C
nepegayeit  BMAEOMHOOPMAUMM, UX  aHANU3 U
pearnpoBaHMe Ha HapyLleHUA, CBA3aHHble C Nepeaaydel
BUAEOUHDOPMALMNM

31C.10

MoaTsepaeHne NPOUCXOXAeHNA NCTOYHMKA
nMHpopMmaLun, nosydaemon B mpouecce onpeaeseHus
ceTeBblX afpecoB MO  CeTeBbIM  MMEHamM WM
onpeaeneHnsa CeTeBbIX MMEH Mo CEeTEBbIM agpecam

31C.11

ObecnevyeHne MOA/IMHHOCTM  CETEBbIX COEAMHEHWUN
(ceaHcoB B3aMMoAenCTBMSA), B TOM YMCAEe A5 3aLUTbI OT
MoAMEHbI CETEBbIX YCTPOWCTB U CEPBUCOB

3M1C.12

NckntoueHre BO3MOXKHOCTM OTPULAHWUS MOJb30BaTeNEM
¢daKTa oTnpaBku MHGopMaLUM APYyromy rnosib3oBaTeNto

3M1C.13

NckntoueHne BO3MOXKHOCTM OTPULAHWUA MOJb30BaTeNEM
dakTa noayyeHus nHpopmaumnm oT  Apyroro
nosnb3oBaTens

31C.14

Mcnonb3oBaHWe yCTPOWCTB TEPMUHAIBHOTO 4OCTyNa AN
06paboTkn nHbopmaumn

31C.15

3awmTa apxuBHbIX ¢GalinoB, MNapamMeTpoB HACTPOMKMK
CpeAcTB  3awuTbl  MHPOpMAUMM M MNPOrPAMMHOrO
obecneyeHMa U WHbIX AaHHbIX, He noa/exalinx
M3MEHEeHMIo B npoLiecce 06paboTkM MHbopmaLmm




31C.16

BbisBneHue, aHanm3 n 610KMpoBaHMNE B
MHPOPMALMOHHOM cUCTEME CKPbITbIX KAaHAN0B Nepeaaymn
MHbopMauum B 06X0A peanns3oBaHHbIX Mep 3alLMTb
MHPOPMALMN  MAUM  BHYTPU paspelleHHblX CeTeBblX
NPOTOKO/I0B

3nC.17

PasbneHne WHPOPMALMOHHOW CUCTEMBI Ha CErMeHTbI
(cermeHTMpOBaHNE UHOOPMAUMOHHON  CUCTEMBI) U
obecneyeHne  3alWMTHI NepMMeTPOB  CErMeHTOB
MHPOPMALMNOHHOM CUCTEMDbI

31C.18

ObecneuyeHune 3arpyskm M MUCNOHEHUA NPOrpamMmmHOro
obecneyeHnss C MaLUMHHbIX HOcUTeNel MHd)OpMaLI,MVI,
AOCTYNHbIX TO/IbKO ANA YTEHUA, N KOHTPO/1b LLEZTOCTHOCTU
AaHHOTo NpPpOorpammHoOro obecneyeHusn

31C.19

M3onauma npoueccoB (BbINOAHEHME nporpamm) B
BblAe/IeHHOM 06/1acTN NamsATH

31C.20

3awuTa 6ecnpoBOAHbIX COEAUHEHUI, NPUMEHAEMbIX B
MHPOPMALMOHHOM cUcTeme

3nC.21

MckntoueHre pocTyna nonb3oBaTens K MHPopmaLmu,
BO3HMKLIEN B pesynbTaTe AENCTBUN nNpeablaywero
NoNb30BaTeNA 4Yepes pPeecTpbl, ONEepPaTMBHYD NamATb,
BHELIHWEe 3aMoMMHaloWMe YCTPOMCTBA U MHble oblime
ONA  nosb3oBaTesiell  pecypcbl  MHGOPMaLMOHHOWN
cucTembl

3U1C.22

3awmta MHGOPMALMOHHOM  CUCTEMbI  OT  Yrpos3
6€e30nacHOCTU MHPOPMALLMKN, HAMPABIEHHbIX Ha OTKa3 B
ob6cnyXunBaHUN MHPOPMALIMOHHOM CUCTEMDI

3M1C.23

3awmTa nepumetpa (Ppusmnuyeckmx u (Man) nNornyveckmx
rpaHuy)  WHPOPMAUMOHHOW  cUcTeEMbl  Npu  ee
B3aMMOAENCTBUM C  WMHbIMM  MHPOPMALMOHHBIMU
cucTemamm n MHPOPMALMOHHO-
TEeNIeKOMMYHMKAUMOHHbIMU CETAMM

31C.24

MpeKpalleHme ceTeBbIX COEANHEHNI MO UX 3aBEPLIEHUN
WM NO UCTEYEHMU 334aHHOIO ONepaTopoM BPEeMEHHOro
MHTEPBafa HeEaKTUBHOCTU CETEBOrO COeAMHEHUA




3U1C.25 Mcnonb3oBaHne B MHPOPMALMOHHOM cUCTeMe WU ee
CErMEeHTax  Pas/IMYHbIX  TUMNOB  OBOLLECUCTEMHOrO,
NpUKNagHoro ] cneumanbHoOro NPOrpammHoro
obecneyeHusn (co3gaHue reTeporeHHoON cpeapbl)

3U1C.26 Mcnonb3oBaHue NPUKNAZHOTO 7] cneunanbHoOro
nporpammHoro obecrneyeHun, MMEOLWMX BO3MOMKHOCTb
bYHKUMOHMPOBaAHUA B cpepax Pa3INYHbIX
OonepauMoHHbIX CUCTEM

31C.27 Co3zgaHue  (amynAaumsa)  NOXKHbIX  MHOOPMALMOHHbIX

CUCTEM MAN UX KOMMOHEHTOB, MpegHa3HauyeHHbIX ANA
ObHapy)KeHusa, perucTpauMmM W aHaausa AencTBuiA
HapywwuTenein B  Mpouecce  peanusaumm  yrpos
6e3onacHoCTM nHbopMaLUU

31C.28 BocnpoussegeHue NOXKHbIX U (UAK) CKPbITUE UCTUHHBIX
OTAENbHbIX WMHPOPMALMOHHBIX TEXHONOTMN U (KMaun)
CTPYKTYPHO-PYHKLUMOHANBbHbIX XapaKTepPUCTUK

WHPOPMALMOHHON  CUCTEMBI  UAM  €ee  CErMeHTOB,
obecneunBatolLee HaBA3bIBaHWE HAPYLUIUTENO NOXKHOTO
npeacrtaBneHns 06  UCTUHHbLIX  MHPOPMALMOHHbIX
TEXHOMOMMAX W (MNK)  CTPYKTYPHO-PYHKLMOHAbHbIX
XapaKTepPUCTUKax NHGOPMALMOHHOM CUCTEMDI

31C.29 MepeBos NHGOPMALLMOHHOM CUCTEMBI MU ee YCTPOMCTB
(komnoHeHTOB) B 3apaHee onpeaeneHHyto
KOHUrypaumto, obecneynBatoLLyo 3aWmnTy

MHbOopMaLUK, B Clyvyae BOSHUKHOBEHUM OTKa30B (cboes)
B cucTeme 3awWmTtbl MHbOPpMaAUUKM WHOOPMALMOHHOM
cUCTEMBI

31C.30 3awumTa MOBUIbHbIX TEeXHUYECKUX cpeAacTs, + + +
npMmeHaemblx B UHGOPMaLIMOHHON cucteme

"+" - mepa 3awWwmTbl UHGOPMaLMM BKAOUYEHA B 6a30BbIM HAOOP Mep A1 COOTBETCTBYIOLLErO KAacca 3alMLLEHHOCTU MHHOPMALMOHHOM CUCTEMDBI.

Mepbl 3awmTbl MHPOPMALMKN, HE 0DO3HAYeHHble 3HAKom "+, MpumeHAlTCA Npu agantauum 6as3oBoro Habopa Mep M YTOYHEHMM aZaNTMPOBAHHOTO
6a3oBoro Habopa mMep, a TakxKe MNpu paspaboTke KOMNEHCUMPYOWUX mep 3awuTbl MHPOpMaAUMM B MHPOPMALLMOHHOW CUCTEME COOTBETCTBYIOWLErO Kaacca
3aLUMLLEHHOCTH.
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